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Abstract 

The COVID-19 pandemic, which originated in Hubei, China, in December 2019, has had a profound impact on global 
public health. With the elucidation of the SARS-CoV-2 virus structure, genome type, and routes of infection, a vari-
ety of diagnostic methods have been developed for COVID-19 detection and surveillance. Although the pandemic 
has been declared over, we are still significantly affected by it in our daily lives in the post-pandemic era. Among 
the various diagnostic methods, nanomaterials, especially metallic nanomaterials, have shown great potential 
in the field of bioanalysis due to their unique physical and chemical properties. This review highlights the important 
role of metallic nanosensors in achieving accurate and efficient detection of COVID-19 during the pandemic outbreak 
and spread. The sensing mechanisms of each diagnostic device capable of analyzing a range of targets, including viral 
nucleic acids and various proteins, are described. Since SARS-CoV-2 is constantly mutating, strategies for dealing 
with new variants are also suggested. In addition, we discuss the analytical tools needed to detect SARS-CoV-2 vari-
ants in the current post-pandemic era, with a focus on achieving rapid and accurate detection. Finally, we address 
the challenges and future directions of metallic nanomaterial-based COVID-19 detection, which may inspire research-
ers to develop advanced biosensors for COVID-19 monitoring and rapid response to other virus-induced pandemics 
based on our current achievements.
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Introduction
Coronavirus disease (COVID-19) which is caused by the 
infection of severe acute respiratory syndrome coronavi-
rus 2 (SARS-CoV-2) has been broken out as a pandemic 
at the end of 2019 [1, 2]. As of December 2022, this pan-
demic has officially spread to more than 200 countries, 
infected 640 million people, and resulted in 6.6 million 
deaths globally [3]. Meanwhile, there is a susception that 
the total number of reported infected cases is underes-
timated because of the asymptomatic carriers and data 
missing of some regions. Thanks to the generation of 
COVID-19 vaccines [4, 5], most countries have entered 
the post-pandemic era, in which people can try to face 
the SARS-CoV-2 in their daily life and learn to live with 
it. Basically, the highly infective SARS-CoV-2 mainly 
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spreads by the small liquid particles containing the virus 
via close contact including cough, sneeze, speak, sing-
ing, or breathing [6, 7]. Due to the nature of virus, SARS-
CoV-2 is constantly changing over time and leads to the 
emergence of new variants that possess new character-
istics [8–10]. For example, the delta variant (B.1.617.2) 
that was first documented in India in Oct-2020, was 
demonstrated more contagious and might cause more 
severe illness than previous variants in unvaccinated peo-
ple [11, 12]. Nowadays, variant Omicron (B.1.1.529) has 
been acknowledged to be the currently circulating vari-
ant of concern by WHO and accounts for the majority 
of newly identified COVID-19 cases world widely [13, 
14]. These new variants released pressures on the public 
health system and challenged the whole human society. 
To fight against the SARS-CoV-2 and its variants in the 
post pandemic era, COVID-19 tests, in addition to vac-
cine administrations, plays a critical role to mitigate the 
pandemic by identifying infected individuals, then fur-
ther prevent person-to-person transmission [15–18]. To 
this regard, effective, accurate as well as time-saving test-
ing is greatly helpful to decide whether the quarantine is 
needed and the controlling of the virus transmitting.

COVID-19 infection often shows similar symptoms 
with influenza such as fever, cough, shortness of breath, 
and other symptoms. Thus, simply determining a new 
case based on the symptoms is not adequate. Chest com-
puted tomography (CT) were preliminarily used as the 
diagnostic method, since the presence of pulmonary 
consolidation in CT images indicated the onset of the 
COVID-19 pneumonia [19]. However, the CT was still 
inaccurate when determining some asymptomatic carri-
ers and patients with mild symptoms, whose consolida-
tion lesions were hard to identify. Instead, the diagnosis 

relying on molecular recognition would be more rational 
and precise.

Structurally, SARS-CoV-2 is similar to other coro-
naviruses from the family of Coronaviridae, bearing 
a positive-sense single-stranded RNA (around 30,000 
nucleotides) that is in charge of the translation of virus 
genetic materials into proteins in the infected cells [20]. 
Besides, SARS-CoV-2 has four structural proteins and 
named spike protein (S protein), envelope protein (E pro-
tein), membrane protein (M protein), and nucleocapsid 
protein (N protein) (Fig. 1) [21]. Based on the biological 
functions of these four proteins, the S protein is respon-
sible for allowing entrance of host cells, the smallest E 
protein helps the dissemination and replication process, 
the M protein holds the structure of the virion, as well as 
the shape and size of the virus, while the N protein plays 
important role in the virus replication. Therefore, the 
detecting strategies can vary a lot based on different tar-
geting genes and proteins. To realize a fast and sensitive 
clinical diagnose of COVID-19, it is essential to identify 
specific biomarkers that are concurrently present dur-
ing the infection. Basically, the testing of SARS-CoV-2 
could be categorized into direct and indirect detections 
[22]. The direct method refers to the detection of as 
mentioned RNA or proteins involved in the structure of 
the virus, while the indirect ways include tracing excre-
tive antibodies and cytokines that are generated during 
inflammatory and immune processes (Table 1).

Taking advantage of molecular biology techniques, 
for example, the viral RNA can be detected through 
a quantitative reverse transcription polymerase 
chain reaction (RT-PCR) in hours [23]. Although the 
PCR and most immunoassay-based methods are the 
standard diagnostic procedures for the SARS-CoV-2 

Fig. 1 Schematic illustration of the SARS-CoV-2 virus structure and respective diagnostic applications based on the metallic nanomaterials’ 
properties
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infection, they are quite time-consuming and costly 
[24]. To realize a faster, easier, sensitive as well as 
more affordable diagnosis, biosensors attract atten-
tions therefore they are actively explored [25]. Among 
them, the metal-based nanoplatforms are mostly stud-
ied, owing to their high sensitivity in sensing, easy to 
use, inexpensiveness and easy disposability [26, 27]. 
The optical, electrochemical, and magnetic properties 
of nanometals and their bioconjugation abilities enable 
researchers to fabricate a variety of sensors for detect-
ing the SARS-CoV-2 with improved sensitivity and 
specificity.

In this review, we highlight recent research progress 
on using metallic nanomaterials in the diagnosing and 
surveilling of COVID-19, providing a critical discus-
sion about their usability and performance compared 
with conventional diagnostic strategies. The most 
representative metallic nanomaterials such as gold 
nanoparticles, magnetic nanoparticles, lanthanides 
nanoparticles and quantum dots are reviewed; and 
point-of-care testing strategies relying on these nano-
materials are also covered. Then, to demonstrate how 
to cope with constantly changing variants, we also dis-
cussed and offer insights in this part. Finally, current 
challenges and future directions of metallic nanoma-
terials-based diagnosis and surveillance of COVID-19 
are summarized and suggested as well. We reason that 
this review can provide insights into the development 
of metal-based nanoplatforms for SARS-CoV-2 sur-
veillance in both the pre- and post-pandemic era, and 
in a larger sense, can provide ideas for other research-
ers to design more viral elements associated biosen-
sors for disease monitoring.

Nucleic acid testing
At very early stage of the outbreak of COVID-19 
pandemic (around early 2020), Chinese researchers 
sequenced genome information of the contagious virus, 
revealing its belongingness of the coronavirus (CoV) 
family, together with notorious SARS (severe acute res-
piratory syndrome) and MERS (middle East Respiratory 
Syndrome) [28]. Based on this recognition, the direct 
detection of SARS-CoV-2 by analyzing its RNA is then 
viable. To date, reverse transcriptase-polymerase chain 
reaction (RT-PCR) is mostly used in medically advanced 
countries and regions for surveilling the SARS-CoV-2 
worldwide, considered as the “gold standard” technique 
to combat coronavirus disease. Basically, the viral RNA 
is collected in nasopharyngeal swab samples, then sent 
to RT-PCR for subsequent genome translation (to its 
complementary DNA) and amplification, for getting the 
sequenced results with high sensitivity. However, run-
ning this instrument is limited by time-consuming pro-
cesses, low extraction efficiency, probable false positives 
(caused by contamination) and high costs [29–32]. How-
ever, community hospitals outside metropolitan cities 
and in many underdeveloped countries are consequently 
more difficult to cope with the pandemic stress. To this 
regard, nanomaterials especially the nanometals-based 
biosensing for SARS-CoV-2 detection is considerably 
on the rise owing to its precision, speed, robustness and 
affordability.

Plasmonic gold nanoparticles and nano‑islands
Noble metals such as gold and silver can strongly interact 
with light, since the conduction electrons on their sur-
face are highly free and undergo a collective oscillation 

Table 1 The comparison of different detecting strategies

a Aside from nasal and nasopharyngeal, NAATs sample types also including oropharyngeal, sputum and saliva
b Few of the POC test-based NAATs could be finished in 15 min
c POC test-based NAATs show moderate high sensitivity
d Some POC test-based antibody testing could be finished in 15 min
e The cost is based on the detection price in China in 2023 with health insurance coverage

Viral tests Antibody tests

Nucleic acid amplification tests (NAATs) Antigen tests

Analyte detected Viral RNA Viral antigens Antibodies

Sample types Upper respiratory  specimensa Upper respiratory specimens or serum Serum/plasma or whole blood specimens

Turnaround time Within 24  hb Within 15–30 min Within 24  hd

Sensitivity Generally  highc Pending on the infection course Varies by test

Intended use Detection of current infection Detection of previous infection

Testing scenarios Diagnostic and screening testing Public health surveillance testing

Coste  ~ $ 2.3  ~ $ 0.85  ~ $ 5.8
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at specific excitation wavelength. This oscillation is 
known as the surface plasmon resonance (SPR), which 
enables the light adsorption and scattering intensities 
of noble metals to be higher than identically sized non-
plasmonic counterparts (Fig.  2A, the upper panel) [33, 
34]. For metallic nanoparticles, when their sizes are 
smaller than incident wavelength, the light wave could 
be further trapped within nanoparticles to produce local-
ized surface plasmon resonance (LSPR) (Fig.  2A, the 
lower panel). The localized electromagnetic field can be 
extremely enhanced [35], therefore noble metal nano-
structured materials such as the gold nanoparticles have 
fascinated a lot attention and been actively used in devel-
oping sensitive and straightforward biosensors. [36–40]

To detect the SARS-CoV-2 related nucleic acids by gold 
nanoparticles (AuNPs), attaching thiol-modified comple-
mentary DNA (cDNA) sequences on nanogold surface 
is a well-accepted strategy [41–45]. When the targeted 

viral RNA is captured by their cDNA, the dispersion of 
AuNPs will change accordingly, resulting in shifted light 
adsorption and detectable output signals. For example, 
to sense N-gene of the SARS-CoV-2, Moitra et al. grafted 
a SH-modified antisense DNA on AuNPs (~ 55 nm), and 
observed color changes from purple to blue (red shift of 
40 nm characterized by UV–vis) only in the presence of 
the target viral RNA (Fig.  2B) [46]. To further treat the 
hybridized RNA–DNA bridged nanoparticles by ribo-
nuclease H (RNase H), the hybridized RNA was cleaved, 
leading to a visually detectable precipitate. The limit of 
detection was 0.18 ng/μL in this work. Compared to the 
time-consuming quantitative PCR with an assay time of 
1–2 h, this platform measured no more than 10 min.

Aside to gold nanoparticles, two-dimensional gold 
nano-islands (AuNIs) were also exploited for viral nucleic 
acids detection, in which the plasmonic photother-
mal (PPT) effect and LSPR sensing transduction were 

Fig. 2 A Schematic illustration of the plasmon resonances for SPR and LSPR. Reprinted with permission [34]. Copyright 2019, Wiley–VCH. B 
Schematic illustration for antisense DNA-based AuNPs platform used in detecting the SARS-CoV-2 viral RNA. Reprinted with permission [46]. 
Copyright 2018, American Chemical Society. C Schematic illustration showing the two complementary oligonucleotides hybridized with each 
other, and their real-time interaction with or without the PPT treatment. D Schematic illustration showing the mismatched part detached 
from the cDNA strand. C and D are reprinted with permission [47]. Copyright 2020, American Chemical Society
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combined. When illuminated the cDNA-modified AuNIs 
at their plasmonic resonance frequency of 532.2  nm, 
the localized PPT heat can help increase temperature 
on nanogold surface from 21.47 ℃ (room temperature) 
to 41.08  ℃ (Fig.  2C), therefore the mismatched viral 
sequence dissociated while only the right one can bind, 
resulting in more accurate discrimination between two 
similar viral genes (Fig. 2D) [47]. 0.22 pM viral sequence 
can be sensitively detected by the PPT-enhanced 
platforms.

Due to the LSPR effect of the AuNPs, they are also 
quite effective in quenching fluorescence through FRET 
(i.e. fluorescence resonance energy transfer), or enhanc-
ing through nanoparticle surface energy transfer [48]. 
For example, Hao et  al. designed a platform combining 
oligonucleotide-tagged  BaGdF5:Yb/Er upconversion nan-
oparticles (UCNPs) and Ebola virus sequence-attached 
AuNPs, in which the luminescence resonance energy 
transfer happened between them due to the spectral 
overlap of UCNP luminescence and AuNP adsorption 
[49]. Nevertheless, as far as we know that such energy 
transfer has not been utilized in developing nano-
gold-based sensors for detecting the viral RNA inside 
SARS-CoV-2.

Also, interestingly, Alafeef et  al. reported a novel haf-
nium nanoparticle (HfNP)-based detecting platform for 
the RNA in SARS-CoV-2. They observed that the com-
parative band gap was reduced more for HfNPs than that 
for the AuNPs, contributing to a greater change in light 
absorbance and scattering. Their nanosensors impres-
sively achieved a limit of detection of 0.06 copy/liter, i.e., 
0.09 yM.

CRISPR‑mediated gold nanoparticles
The AuNPs-based colorimetry is convenient and advan-
tageous in naked-eye detection, as a consequence, it 
becomes highly attractive in hospital laboratory suf-
fering from low instrument accessibility for screening. 
However, this traditional method is still constrained by 
low sensitivity and poor performance in determining 
ultralow level of nucleic acids, thus enhanced colorimetry 
is highly preferred. In the field of detecting SARS-CoV-2 
RNA, clustered regularly interspaced short palindromic 
repeats (CRISPR)/Cas system, a cutting-edge tool for 
editing genomes [50–52], has been actively explored and 
combined into existing colorimetry for enhanced results. 
The CRISPR/Cas system uses RNA-guided nucleases to 
cut apart targeting genetic DNA or RNA, through Cas9, 
Cas12a and Cas13 protein, etc. Based on this under-
standing, Su and coworkers, for example, designed a 
metallic particles-mediated signal amplification strategy 
for SARS-CoV-2 detection. First, the virus genome was 
amplified through a reverse transcription recombinase 

polymerase amplification (RT-RPA), and then the 
obtained abundant dsDNA will specifically recognize 
and active Cas12a, so as to exhibit nonspecific trans-
cleavage activity. Due to the trans-cleavage activity, the 
DNA conjugated AuNPs, as a result, were no longer sta-
ble and aggregated showing the color changes from red 
to purple (Fig. 3A) [53]. The sensitivity of this combined 
strategy reached 1 copy of viral genome sequence in per 
test. Likewise, Le and coworkers also incorporated the 
Cas12a system into hairpin DNA-functionalized AuNPs, 
in which the gRNA can recognize the amplicons of the 
N gene and E gene of SARS-CoV-2 to initiate the Cas12a 
nuclease trans-cleaving hairpin loop, resulting in AuNPs 
aggregation and color shift [54]. The authors tested 54 
clinical respiratory swab samples by this colorimetric 
assay, generating 92.6% sensitivity and 100% specificity.

In addition to the above-mentioned Cas12a, another 
nuclease Cas13 that can chop up RNA in a nonspecific 
RNase manner has also been harnessed to enhance the 
calorimetry. Uttamapinant et al. isothermally amplified 
viral DNA sequence by RT-RPA, and converted them 
to RNA by T7 transcription, enabling the Cas13-crRNA 
complex to be further initiated to cleave the target RNA. 
They combined this to a colorimetric lateral-flow strip 
for visualized detection, and observed 100% specific and 
97% sensitive readout in 154 nasopharyngeal and throat 
swab samples collected from a Thailand hospital. [55]

Nanometals for electrochemical sensing
On the other hand, electrochemical biosensors are 
another alternative for sensitively analyzing the SARS-
CoV-2 RNA [56–59]. It can monitor the COVID-19 in 
clinical diagnosis [60, 61], and also have the advantages 
of portability, miniaturization and low cost [62, 63]. Nor-
mally, the electrochemical biosensors contain three elec-
trode cell configuration; a working electrode modified by 
cDNA or antibodies for recognizing the virus, a counter 
one and the other reference one. Modifying the elec-
trode by nano metals or carbons may further enhance 
the sensitivity due to the increased surface area [64]. 
For instance, Singh et al. created a miniaturized electro-
chemical sensor on AuNPs-deposited titanium working 
electrode. Modifying the AuNPs by thiol-cDNA allow the 
sensor to distinguish a few piece of viral RNA in SRAR-
CoV-2 (e.g. E protein genes). [65]

Recently, Li and coworkers further combined the 
signal amplification units of catalytic hairpin assem-
bly (CHA) into electrochemical sensors for enhanced 
sensitivity [66]. Initially, two complementary DNA 
sequences were separately locked in metastable hairpin 
structures to inhibit their hybridization (named HP1 
and HP2, in the upper panel of Fig. 3B). Then, addition 
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of viral RNA will open up the HP2 and promote the 
interaction between HP1 and HP2. The combination of 
HP1/HP2 will specifically recognize HP on electrode 
surface and form a Y-shaped structure on electrode. 
Through adding terminal deoxynucleotidyl transferase 
(TdT), a template-free polymerase to catalyze the addi-
tion of nucleotides to the 3’  ends of DNA, the strand 
was further extended (in the lower panel of Fig.  3B). 
Finally, adsorption of electroactive Ru(NH3)6

3+ on such 
nucleic acid complex can generate sensitive signals, and 
allowed the detection of 0.1–1000 pM RNA with a limit 
of detection as low as 26 fM (Fig. 3C).

Modified magnetic nanoparticles
Generally, the magnetic beads are used to extract and 
pre-concentrate target DNA or RNA strands from bio-
fluids, such as whole blood, serum, sputum as well as 
urine [67–70]. After surface modification, specific 
nucleic acids and proteins can be captured by those 
magnetic beads, for further purification and analysis 
purposes. To address the COVID-19 issues, Yu et  al. 
prepared poly(amino ester) with carboxyl groups (PC)-
coated magnetic nanoparticles (pcMNPs), for bind-
ing the viral RNA through strong interaction between 
carboxyl groups and negative nucleic acids [71]. The 
extracted strands were than analyzed by RT-PCR. To 

Fig. 3 A Schematic illustration for RT-RPA-coupled Cas12a in binding and cutting the viral RNA, to generate visible color shift by modified AuNPs. 
Reprinted with permission [53]. Copyright 2021, American Chemical Society. B Schematic illustration for the CHA-combined electrochemical 
sensor for sensing the viral RNA. C Target RNA concentration-dependent response of the sensor, and the linear relationship between target RNA 
concentration and the current. B and C are reprinted with permission [66]. Copyright 2021, Elsevier Ltd
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further explore the usage of the magnetic nanoparticles 
during the pandemic, Lim and coworkers combined sil-
ver nanoparticle clusters with surface-enhanced Raman 
scattering (SERS)-based assay [72]. They modified the 
silver nanoparticle by three amine-tagged cDNA via 
(1-Ethyl-3-(3-dimethylaminopropyl)carbodiimide 
(EDC) coupling chemistry, for probing RdRp, E, and 
N gene regions of the SARS-CoV-2. Interestingly, they 
revealed that anisotropic Ag nanostructures such as Ag 
nanostars (AgNS) and Ag triangular nanoplates (AgTP) 
can enhance the sensitivity of binding RdRp genes of 
SARS-CoV-2 on SERS, with a very low limit of detec-
tion of 10 aM. The improvement was probably brought 
by higher degree of anisotropy and more edges in AgNS 
and AgTP. This work achieved highly sensitive RNA 
detection without any enzymatic amplification steps.

Moreover, Pumera and coworkers fabricated plas-
monic-magnetic nanorobots consisting of  Fe3O4 back-
bone and the outer surface of Ag for SARS-CoV-2 RNA 
detection. First, 10  nm Au seeds were synthesized on 
the  Fe3O4 NPs and used to promote the nucleation and 
growth of Ag nanoparticles on  Fe3O4 surface. Then, the 
hierarchically structured  Fe3O4/Au/Ag NPs were assem-
bled into rod-shaped microaggregates, which can be 
navigated and propelled under rotating magnetic field 
(Fig.  4A, the left panel) [73]. When attaching a DNA 
probe on Ag surface, SARS-CoV-2 RNA can be identi-
fied. Due to electrostatic changes, the formed duplex 
can be further released from nanorobots for RNA quan-
tification. Through analyzing by hyperspectral dark-field 
microscopy (HDFM), it was visible that the Ag particles 
covered by ssDNA probe were dimmed at first, with quite 
low scattering intensities, while in the presence of viral 
RNA can release the duplex, then made the Ag particles 
to be shiny (Fig.  4A, the middle and right panels). This 
strategy generated a limit of detection to be 1.9 nM viral 
RNA. Finally, the authors designed an electrical readout 
platform for detecting the target RNA to validate its clini-
cal applicability.

Additionally, Raouafi et  al. developed another magnet 
fluorescent bioplatform by tethering two DNA probes 
on magnetic beads through biotin/streptavidin link-
age, for specifically capturing the ORF1a and S genes of 
SARS-CoV-2. Upon RNA binding, it can be extracted 
from matrix (collected by nasopharyngeal swabs) under 
magnetic field. Then, two horseradish peroxidase (HRP)-
contained sequence complementary to the S and N gene 
regions were added, which further allowed the oxidation 
of o-phenylenediamine (POD) to fluorescent products in 
the presence of  H2O2, for RNA quantification purpose 
(Fig. 4B) [74]. Overall, the employment of magnetic nan-
oparticles enabled the SARS-CoV-2 RNA to be extracted 
and purified from complicated real samples [75], at the 

same time it can be combined with other sensing strate-
gies for developing a variety of nanoplatforms.

Lanthanides nanoprobes
In addition to the aforementioned nanoplatforms for 
detecting viral nucleic acids, another choice is to har-
ness transition metals of lanthanides (Ln). The nucleic 
acids can interact with  Ln3+ via phosphate groups or 
nucleobases, in which the former provide electrostatic 
interactions while the later offer nitrogen containing 
ligands. Among nucleotides, the adenosine and guano-
sine phosphates can better associate with the  Ln3+. In the 
case of employing lanthanides to sense DNA and RNA, 
they can serve as reporting groups, structural probes and 
catalytic cofactors due to their optical as well as catalytic 
properties [76]. To surveil the SARS-CoV-2, for exam-
ple, Lv et al. prepared three different types of lanthanide 
nanoparticles (LnNPs) as independent signal reporter for 
simultaneously sensing three viral RNA sequences. They 
prepared the terbium (Tb), holmium (Ho) and europium 
(Eu)-based nanoparticles for ORF1ab gene, RdRp gene 
and E gene, respectively [77]. Through using polyacrylic 
acid (PAA) as a surfactant and a capping group on sur-
face of LnNPs at the same time, the  NH2-modified cDNA 
can be grafted to recognize the target RNA strands 
(Fig. 5). Then, the RNA-carried LnNP tags can be further 
digested and the  Ln3+ was released for inductively cou-
pled plasma mass spectrometry (ICP-MS) analysis.

Protein testing
Proteins on SARS‑CoV‑2 surface
In addition to direct detect the viral RNA, another line 
of thought is to analyze proteins on SARS-CoV-2 surface. 
As we mentioned above that the coronavirus’ proteins 
include S protein, E protein, M protein and N protein, 
among them, the S protein acting as the main target of 
neutralizing antibodies and the N protein being an excel-
lent biomarker due to its strong immunogenicity, are 
used mostly for testing [78]. Although the current anti-
gen tests provide rapid results, they still suffer from sen-
sitivity issues [79]. To realize a more sensitive and faster 
antigen sensing, a lot of efforts have been made, espe-
cially the metal-based nanoplatforms.

Plasmonic gold nanoparticles
AuNPs are considered to be an important class of nano-
materials to design the colorimetric tools and electro-
chemical biosensors for not only the nucleic acids, but 
also the proteins [80]. During the outbreak of COVID-
19, they are naturally used by many groups worldwide, 
mainly based on the principle of specific antigen–anti-
body immunoreaction. The specific immunoreaction 
leads to changes in the distance between AuNPs or the 
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surface state of AuNPs, resulting in changes in the optical 
and electrochemical signals of AuNPs, therefore the pres-
ence of coronavirus in biofluids and clinical samples can 
be determined.

For example, Della Ventura et  al. utilized function-
alized AuNPs to direct detection of the virus (Fig. 6A) 

[81]. By using photochemical immobilization tech-
nique, antibodies targeting S protein, E protein, and 
M protein were decorated on AuNPs surface densely. 
When mixed with the solution containing viral parti-
cles, the interactions between AuNPs occurs, and the 
extinction spectrum of multiple viral-target AuNPs will 

Fig. 4 A Schematic of the hierarchically structured  Fe3O4/Au/Ag NPs with or without the SARS-CoV-2 RNA. They were screened by HDFM 
respectively, in which the nanomaterials with viral RNA generated red overlaid spots indicating the notable signal. Reprinted with permission [73]. 
Copyright 2022, Elsevier Ltd. B Schematic illustration of the magnetic biosensor with HRP-terminated reporters for detecting the SARS-CoV-2 RNA. 
Reprinted with permission [74]. Copyright 2021, American Chemical Society
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be red-shifted within a few minutes. In such a system, 
the presence of SARS-CoV-2 virus in throat and nasal 
samples could be rapidly detected and the proposed 
nanobiosensor avoided the extraction and amplifica-
tion of virus genome. The sensitivity and specificity 
were higher than 95%. Compared to the threshold cycle 
(Ct) of RT-PCR, the readout of the AuNPs-based nano-
biosensors showed that the viral loads corresponding to 
Ct = 36.5 can be detected, indicating that this antigen 
sensing have the ability to detect very low viral load.

In addition, aptamers, defining as oligonucleotides 
that can specifically bind ligands, have been widely 
used in biosensing field as well owing to their high 
affinity, good specificity, routine synthetic process and 
modifiability [84, 85]. AuNP-aptamer conjugates are 
one of the most commonly used probes in analytical 
chemistry thus actively being used to detect the SARS-
CoV-2-related proteins. Recently, AuNPs modified 
aptamers have been reported to have specific binding 
ability to S protein for stabilizing the colloidal golds 
[82]. As described in Fig. 6B, the presence of S protein 
and formation of aptamer-protein complex on AuNPs 
surface protected those particles from aggregation in a 
concentration-dependent manner. Based on this phe-
nomenon, the collapse of LSPR peak was used to detect 
the SARS-CoV-2. The results showed that this AuNPs-
aptamers nanoprobe exhibited the ability to detect 
16 nM S proteins in phosphate buffer and 3540 genome 

copies/μl of inactivated SARS-CoV-2, indicating their 
excellent performance for SARS-CoV-2 detection.

Apart from colorimetric biosensors, AuNPs-based 
electrochemical biosensors have also attracted interests 
in the clinical diagnosis of COVID-19 due to their advan-
tages of high sensitivity, low cost and portability. AuNPs 
enable direct electron transfer between biomolecules and 
electrode materials, thus allowing electrochemical sens-
ing without electron transfer mediators [86]. Meanwhile, 
AuNPs can also serve as the signal amplifiers to increase 
the sensitivity. For example, Roberts et  al. reported a 
fluorine doped tin oxide (FTO)-based electrochemical 
biosensor to detect S protein (Fig. 6C) [83]. By dropping 
AuNPs on FTO electrode and immobilizing the antibody 
(Ab) of S protein on AuNPs, a FTO/AuNPs/Ab based 
biosensor was fabricated, of which the limit of detection 
(LOD) in standard buffer and in saliva samples were cal-
culated to be 0.63 fM and 120 fM, respectively. Moreo-
ver, this biosensor had a long storage shelf life and can 
be used as a sensitive diagnostic tool to detect S protein 
in clinical samples rapidly. Overall, the nanogold-based 
platforms are well-accepted and well-understood for 
detecting both the viral proteins and nucleic acids in 
COVID-19 surveilling.

Silver nanoparticles
Similar to AuNPs, silver nanoparticle (AgNPs) also have 
a high plasmonic effect, and the extinction coefficient of 

Fig. 5 Schematic illustration of the probe DNA-modified  NaLnF4 nanoparticles (coated by PAA) for detecting the RNA fragments ORF1ab, RdRp 
and E, by Tb, Ho and Eu-based platform, respectively. Reprinted with permission [77]. Copyright 2021, American Chemical Society
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Fig. 6 A Schematic illustration of the antibodies modified AuNPs used in detecting the surface proteins on SARS-CoV-2. Reprinted with permission 
[81]. Copyright 2020, American Chemical Society. B Schematic illustration of the aptamer-functionalized AuNPs for the detection of the surface 
proteins on SARS-CoV-2. Reprinted with permission [82]. Copyright 2021, Elsevier Ltd. C Schematic illustration of the electrochemical biosensor 
modified with AuNPs/SARS-CoV-2 antibodies for detection of spike protein. Reprinted with permission [83]. Copyright 2021, Elsevier Ltd
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AgNPs is higher than that of AuNPs with the same aver-
age size [87]. Therefore, AgNPs are also widely used in 
sensor design. Although the surface of AgNPs is easy to 
oxidize, leading to their lower stability and popularity 
than AuNPs, some unique properties of AgNPs including 
strong antibacterial/antiviral activity and low-cost prepa-
ration method are attractive. Therefore, biosensors based 
on AgNPs for direct detection of viral protein have also 
been developed.

For example, a functionalized silver nanotriangle 
(AgNT) array was developed by Yang et al. as a localized 
surface plasmon resonance (LSPR) sensor for rapid coro-
navirus detection (Fig.  7A) [88]. To be specific, human 
angiotensin-converting enzyme 2 protein (ACE2), which 
is highly sensitive and specific to the receptor-binding 
domain of S protein  (SRBD) and CoV NL63 virus, was 
modified on the surface of AgNT to endow AgNT with 
the ability to target viruses. Binding to the virus or S pro-
tein induced a linear shift of LSPR wavelength, so as to 
detect S protein or CoV NL63 virus. The results showed 
that the LOD for  SRBD protein was 0.83 pM, and that for 
CoV NL63 in buffer and untreated saliva were 391 PFU/
mL and 625  PFU/mL, respectively. The detection time 

was less than 20  min, demonstrating that this rapid 
AuNT-based sensor may hold great potential in COVID-
19 diagnosis. Similarly, based on the LSPR characteristics 
of AgNPs, Bhalla et al. developed a molecular imprinting 
technology to specific recognize the  SRBD, so as to real-
ize the sensitive and rapid detection of novel coronavirus 
multiple variants [89].

Because the Raman scattering intensity can be 
increased by several orders of magnitude when using 
suitable substrates and enhancer, the application of sur-
face enhanced Raman spectroscopy (SERS) technology 
in biological systems shows great advantages. AuNPs and 
AgNPs are the most effective enhancers in SERS because 
their surface plasmons are located in the visible region of 
the electromagnetic spectrum and overlap with the laser 
excitation wavelength commonly used in Raman spec-
trum [90]. Therefore, AuNPs and AgNPs-based SERS 
have been integrated into biosensing to detect biomol-
ecules. Recently, the SARS-CoV-2 detection platform 
based on AgNPs-related SERS has been developed and 
showed excellent performance. For example, by introduc-
ing acetonitrile and calcium ions into the AgNPs rein-
forced substrates, Zhang et al. designed a detection SERS 

Fig. 7 A Schematic diagram of the functionalized silver nanotriangle used as LSPR sensor for detecting spike protein and virus. Reprinted 
with permission [88]. Copyright 2022, Elsevier Ltd. B Schematic diagram of the AgNPs-based SERS platform for virus detection. Reprinted 
with permission [91]. Copyright 2022, Elsevier Ltd. C Schematic of the magnetic nanoprobes based on S protein antibody-functionalized magnetic 
nanoparticles for direct detection of SARS-CoV-2 virus. Reprinted with permission [93]. Copyright 2021, American Chemical Society
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platform to realize the rapid detection of SARS-CoV-2 
(Fig.  7B) [91]. In this strategy, acetonitrile was used to 
significantly enhance the stability of AgNPs and amplify 
the calcium-induced AgNPs hot spots, thus realized 
highly sensitive SERS signals. The detectable concentra-
tion of SARS-CoV-2, H1N1 influenza virus and Human 
Adenovirus 3 can reach to 100 copies/test with satisfac-
tory reproduction and signal-to-noise ratio.

Functionalized magnetic nanoparticles
Moreover, magnetic nanoparticles (MNPs), such as iron, 
cobalt, nickel and their oxide, have also been greatly 
explored for sensing the viral proteins because of their 
size-changing magnetic properties, good biocompatibil-
ity and electromagnetic targeting. When used as mag-
netic biosensors, the MNPs can be grafted by antibodies, 
aptamers and other functional molecules to detect and 
separate bacteria, viruses, and other microorganisms, 
exhibiting low background noise and rapid analysis prop-
erties [92]. Therefore, MNPs-based biosensors are con-
sidered to be one of the most promising methods for 
monitoring the SARS-CoV-2.

To detect spike proteins, Zhong et  al. developed a 
homogeneous biosensor based on functional MNPs for 
direct detection of SARS-CoV-2 virus (Fig. 7C) [93]. The 
binding behavior between S protein antibody-functional-
ized MNPs and S proteins of the SARS-CoV-2 increased 
the hydrodynamic size of MNPs or form cross-linking 
structures. The change of MNPs’ hydrodynamic size sig-
nificantly changed their Brownian relaxation time and 
dynamic magnetization in a time-varying magnetic field. 
Therefore, the shift of peak frequency in ac susceptibility 
(ACS) spectra and the change of the harmonics in mag-
netic particle spectroscopy (MPS) could be used to detect 
the binding behavior of SARS-COV-2. The LOD for the 
detection of mimic SARS-CoV-2 can reach to 0.084 nM 
(equivalent to 5.9 fmole), demonstrating the proposed 
MNPs-based biosensor holds great potential for rapid 
and sensitive diagnostics of SARS-CoV-2. Similarly, by 
monitoring the dynamic magnetic responses of MNPs 
and using the harmonics as a measure of the binding 
states, Wu et al. reported a MPS platform for the detec-
tion of S proteins and N proteins. Polyclonal antibodies 
anchored MNPs were used as nanoprobes and formed 
nanoparticle clusters when specially binding to SARS-
CoV-2 S and N proteins, inducing the changes in higher 
harmonics [94]. The detection limits for S proteins and N 
proteins can reach to 1.56 nM (125 fmole) and 12.5 nM 
(1  pmol), respectively. This one-step, wash-free and 
MNPs-based MPS platform is intrinsically versatile and 
can be used for the detection of other disease biomarkers.

In addition to the MPS platform, the giant magnetore-
sistance (GMR) platform is also used in the design of 

MNPs-based biosensors. The spin interaction between 
MNPs and virus surface protein causes the change of 
resistance, leading to magnetization [95]. Besides, since 
blood, serum and other samples are non-magnetic, the 
magnetic signal detected in this way contains low back-
ground noise level. These MNPs-based sensors are 
expected to be designed into portable devices.

Furthermore, MNPs are also used to construct elec-
trochemical biosensing. For example, based on antibody 
cocktail-conjugated MNPs, Durmas et  al. developed an 
electrochemical immunosensor for the sensitive detec-
tion of SARS-CoV-2 virus and its variants [96]. After 
optimization, the LOD of this electrochemical immu-
nosensor can reach to 0.53–0.75  ng/mL and its overall 
sensitivity, specificity can reach to 100%. The present 
MNPs-based biosensors have provided a range of versa-
tile electrochemical platforms for the rapid and sensitive 
detection of virus and its variants.

Secreted antibodies and cytokines
Aside from analyzing the surface protein on virus, 
secreted proteins during COVID-19 infection can also 
be monitored. Typically, IgM and IgG antibodies will be 
produced in patient’s serum a few days later upon the 
virus invasion [97]. From this regard, serological tests 
detecting IgM and IgG antibodies have been developed 
first as an indirect method for the COVID-19 diagnos-
ing. Generally, IgM and specific antiviral IgG antibodies 
could be found 7 days and 10 days after symptom onset, 
respectively, while antibodies exist much longer in body 
fluids than viral RNA or antigens [98]. Therefore, sero-
logic tests would be suitable for widespread screening of 
past infection and monitoring the disease progression, 
but not for early detection. So far, most serological tests 
for detecting SARS-CoV-2 related antibodies are based 
on traditional enzyme linked immunosorbent assay 
(ELISA) by employing recombinant coronavirus proteins: 
the S protein and the N protein [99]. However, antibody 
detection based on ELISA is quite time-consuming and 
costly. By comparison, metal-based nanoplatforms used 
for antibody detection are able to achieve fast, cheap and 
sensitive diagnosis of COVID-19.

Before discussing the specific detection methods, some 
concepts should be elaborated. As mentioned above, 
antibodies are a class of functional proteins, so the detec-
tion of antibodies is essentially the detection of proteins. 
However, compared with the detection of proteins on 
viral surface, the antibodies detection is different for 
monitoring the process of SARS-CoV-2 infection. First, 
the detection of surface proteins on virus is a direct way 
for the detection of virus, while targeting antibodies is an 
indirect method to indicate the existence or past exist-
ence of a specific virus. Second, to analyze viral surface 
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proteins, the detection samples are collected from naso-
pharyngeal swabs, whereas that for antibody testing are 
obtained from blood; that means the sample pretreat-
ment for biosensing is different. Third, the main purpose 
of determining proteins on viral surface is to identify 
infected people rapidly and economically to control the 
epidemic spread; yet the purpose for antibody detection 
is to widely screen the past infection and monitor the 
disease progression, rather than early detection. There-
fore, we can see that those two protein-related detec-
tion methods do share some similarities, but also being 
complementary with each other in the diagnosis of 
COVID-19.

Gold nanoparticles
As we detailly discussed above that AuNPs extensively 
used for sensing viral nucleic acids and surface proteins, 
it is predictable that they are also utilized to trace those 
secreted IgM and IgG. For example, recently, a colorimet-
ric strategy to detect SARS-CoV-2 IgG antibodies was 
studied by Lew et al. [100] By utilizing the AuNPs conju-
gated with short antigenic epitopes, the specific bivalent 
binding between IgG antibodies and epitope-functional-
ized AuNPs could be probed if the aggregation of AuNPs 
was triggered, resulting in distinct optical transition of 
AuNPs’ plasmon characteristics. The whole detection 
process can be completed within 30  min and the pro-
posed biosensors showed nanomolar range of LODs for 
recognizing SARS-CoV-2 IgG antibodies.

Magnetic nanoparticles
Since the outbreak of COVID-19, magnetic nanopar-
ticles are also involved in the detection of COVID-19 
diagnostic related antibodies. For example, Yadav et  al. 
developed a new kind of gold-loaded nanoporous mag-
netic nanocube (Au@NPFe2O3 NC) as a dispersible 
capture and purifying agent for the electrochemical and 
naked eye detection of cancer-specific antibodies [102]. 
In a serological SARS-CoV-2 specific antibody detection 
assay, Pietschmann et al. first used immunofiltration col-
umns to enrich human antibodies against SARS-CoV-2 
(Fig.  8B) [101]. Then, an IgG-specific secondary anti-
body was used to bind the retained antibodies for further 
binding the IgG. Then, the IgG in biofluids was gradually 
enriched in column. The assay time is within 21 min with 
a sensitivity of 97% and a specificity of 92%, demonstrat-
ing the excellent performance of MNPs-based sensing for 
antibodies detection.

Comparison of nucleic acid and protein testing
To surveillance the SARS-CoV-2, nucleic acid detec-
tion, antigen testing and antibody discrimination all have 
their advantages. For example, the nucleic acid testing is 

considered to be the most accurate one as the recognition 
of viral RNA relies on complementary base pairing and 
could be further enhanced by amplification strategies. In 
comparison, protein-related antigen testing is suitable for 
rapid screening of a larger number of infected individu-
als, by using the protein ligand (modified on nanobiosen-
sors) that can specifically bind to antigen. Protein-related 
antibody testing also provides information including 
disease progression, past infection and vaccine-induced 
immunity of those patients. It can be said that these three 
main detection methods complement each other and 
together promote the strong detection ability of metal-
based nanosensors.

These nucleic acid testing and protein testing based on 
metal nanoparticles do have something in common, such 
as the same means of signal output as we summarized 
by observing the color changes of gold nanoaggregates; 
meanwhile they are also different in many aspects. In this 
section, we would like to discuss more to compare these 
nanoplatforms (Table  2). Overall, metal nanoparticles 
that have been designed as colorimetric, electrochemical 
and magnetic biosensors all can be modified by oligonu-
cleotide strands and proteins for neutralizing the target 
ligands in virus, so as to achieve the purpose of detec-
tion. However, the basic design principles of nucleic acid 
testing and protein testing are different. The former is 
mainly based on complementary base pairing rule (i.e. A 
pairs with T, and G pairs with C), while the later mainly 
depends on the specific antigen–antibody interaction. 
Such different design principles correspond to different 
ligand modification methods and different binding envi-
ronments, which play an important role in the construc-
tion of biosensors. For example, for gold nanoplatform, 
the simplest and most effective method for nucleic acid 
modification is to conjugate the thiol group-containing 
nucleic acid to the surface of AuNPs via strong Au-thiol 
(Au–S) bonds. For the modification of proteins for bind-
ing viral antigens and antibodies, the modification meth-
ods depend on the properties of the protein, including 
non-covalent modifications such as electrostatic and 
hydrophobic interactions, and covalent modifications 
containing the use of thiol derivatives, bifunctional con-
nectors and streptavidin–biotin. For magnetic nano-
platforms, its surface shell, such as polymer shell and 
Au shell, can be used to mobilize biomolecular probes. 
Similarly, direct conjugation of amino, carboxyl or thiol-
modified nucleic acids to the surface of magnetic nano-
particles are also preferred for nucleic acid grafting, at 
the same time covalent and non-covalent modification 
strategies can be extended to protein attachment on their 
surface.

Moreover, the pretreatment methods of different test-
ing samples are different, since the viral RNA, antigen 



Page 14 of 25Li et al. Journal of Nanobiotechnology          (2023) 21:255 

and antibody should be collected from various biofluids. 
For nucleic acid and antigen testing, nasal- and naso-
pharyngeal-swab samples are collected and placed in 
viral transport media, followed by mixing before testing. 
Differently, nucleic acid testing further requires an essen-
tial pretreatment step is to extract RNA with RNA extrac-
tion reagent, while for antigen detection, the swab eluted 
samples could be directly used without further treatment, 
contributing to faster and more convenient SARS-CoV-2 
surveillance in real applications. Furthermore, to analyze 

the antibody secreted by patients, blood of patients is 
often collected. Followed by subsequent centrifugation 
as well as Triton X-100 treatment, the plasma could be 
separated and then diluted to 10%(v/v) for screening the 
past infection of target populations.

Point‑of‑care test and others
Point-of-care testing (POCT) is a type of in  vitro diag-
nostics (IVDs) that allows the medical diagnostic carried 
out at bedside [103]. In the world health organization 

Fig. 8 A Schematic representation of epitope-tagged AuNPs for the detection of SARS-CoV-2 IgG antibodies. Reprinted with permission [100]. 
Copyright 2021, American Chemical Society. B Schematic workflow of serological magnetic immunodetection for detection of SARS-CoV-2-specific 
antibodies in human serum. Reprinted with permission [101]. Copyright 2021, Frontiers Ltd
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(WHO) latest open Emergency Use Listing Procedure 
(EUL) for IVD, SARS-CoV-2 antigen detection tests and 
nucleic acid detection tests based POCT are listed as 
high priority [104]. POCT possesses several critical fea-
tures which are of great significance in the controlling of 
COVID-19 pandemic breakout and following prognosis 
surveillance [105]. First, low requirements of samples. 
Unlike serological tests, samples for POCT are usually 
blood or body fluids without further treatments such as 
centrifugation or purification. Second, fast results read-
out. A typical POCT could be finished in minutes includ-
ing the whole workflow of sample collecting, testing and 
results reading. Last, labor, time-saving, and unlimited 
application scenarios. As the WHO recently declared the 
COVID-19 global emergency is over, rapid and easy-to-
use POCT testing will play a vital role in the post-pan-
demic era. Because POCT can be finished at any place 
and time without sending samples to the professional 
laboratory and sample manipulation with trained techni-
cians, it is quite useful in the large population screening 
process. To date, there are many POCT applications were 
developed for SARS-CoV-2 detection and a considerable 
number of POCT products have been launched into the 
market [106]. Metallic nanomaterials’ size effects, large 
surface area, magnetic and plasmonic features could con-
tribute to the sample collection and signal amplification. 
To further improve the traditional POCT sensitivity and 
specificity, nanometals were widely used in novel SARS-
CoV-2 POCT developments.

Optical‑based point‑of‑care tests
Metallic nanomaterials possess unique optical proper-
ties such as plasmonic noble metal nanoparticles and 
fluorescent quantum dots which were widely used for 

biosensor development as mentioned above. In the cat-
egory of POCT, these optical properties are extraordinar-
ily attractive and the majority of reported SARS-CoV-2 
POCT approaches were built upon metallic nanomate-
rials. For example, in a recent work developed by Zhang 
et al. a portable quantum dot smartphone device was fab-
ricated for surveilling and tracking COVID-19 patients 
(Fig.  9A) [107]. Basically, they functionalized quantum 
dots with viral proteins for SARS-CoV-2 related antibod-
ies capture. Next, sandwich structures were formed with 
fluorophore-conjugated secondary antibodies when the 
SARS-CoV-2 related antibodies presented. Finally, these 
quantum dot barcode immunoassay results were read out 
through a smartphone equipped with designed a data-
basing app. This work achieved real-time surveillance 
of patients infected with SARS-CoV-2 and was able to 
inform patients, physicians, and public health agencies 
instantaneously. Notably, in a head-to-head compari-
son with lateral flow assays, this POCT device achieved 
much higher clinical sensitivity (90% versus 34%) for 
SARS-CoV-2.

Taking advantage of the plasmonic nanoparticles’ fast 
thermocycling capability, it is possible to minimize the 
time and labor-consuming RT-qPCR pipeline into a port-
able device. In 2020, Cheong and coworkers developed a 
“nanoPCR” portable device that integrated reverse tran-
scription, fast thermocycling, and in  situ fluorescence 
detection to detect SARS-CoV-2 RNA in a very short 
time [109]. This nanoPCR device greatly shorten the 
time of RT-qPCR from hours to 17 min with multichan-
nel detection ability at the same time. Besides, benchtop 
PCR’s comparable limit of detection can be achieved 
which is 3.2 gene copies per microliter. Further clinical 
investigation contained 75 SARS-CoV-2 positive patients 

Table 2 The comparison of various metallic nanoplatforms for COVID-19 diagnostics

Platform Target Type of sensor Sample type LOD Ref.

AuNPs Viral RNA Base pairing- mediated colorimetry Oropharyngeal swab 0.18 ng/μL [46]

Viral RNA CRISPR/Cas- mediated colorimetry Upper respiratory specimens 10 pM [53]

Viral RNA Electrochemical sensing Upper respiratory specimens 26 fM [66]

Structural protein on virus Antigen–antibody immunoreaction mediated 
colorimetry

Throat and nasal samples Ct36.5 [81]

S protein on virus Antigen-aptamer interaction mediated colorimetry Throat and nasal samples 3540 copies/μL [82]

S protein on virus Antigen–antibody mediated electrochemical 
biosensors

Saliva samples 120 fM [86]

IgG antibodies Antigen–antibody mediated immunoreaction human plasma 3.2 nM [100]

AuNIs Viral RNA Base pairing- mediated colorimetry Upper respiratory specimens 0.22 pM [47]

AgNPs Virus Antigen–antibody immunoreaction SERS Inactivated SARS-CoV-2 100 copies/test [91]

Fe3O4 NPs Viral RNA SERS-mediated assay Upper respiratory specimens 10 aM [72]

Fe3O4@Ag NPs Viral RNA Electronic readout signal Upper respiratory specimens 1.9 nM [73]

Magnet NPs S protein on Virus Binding-induced the change of magnetic signal Mimic SARS-CoV-2 0.084 nM [93]
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and an equal number of healthy volunteers demonstrated 
excellent and rapid detection of N1, N2, and RPP30 gene 
targets with high accuracy (more than 99%).

As the first priority, easy-to-use is the most essential 
feature that should be considered in developing novel 
COVID-19 PCOTs. In 2021, Bokelmann et  al. devel-
oped a POCT for SARS-CoV-2 bulk testing based on 
the colorimetric loop-mediated isothermal amplifica-
tion (LAMP) [110]. With the help of magnetic beads, 
SARS-CoV-2 viral RNA in the samples of gargle lavage 
can be captured and enriched by hybridization capture-
based RNA extraction. This magnetic capture assisted 
improved LAMP POCT effectively prevented false posi-
tives and realized single positive samples identification 
in pools with multiple negative samples. Meanwhile, 
the less requirements on centralized laboratory instru-
ments and commercialized reagents using well controlled 
the cost per test (around 1 Euro per individual). In sum, 
metallic nanomaterials have played a crucial role in the 
development of optical-based COVID-19 POCT. Taking 
advantage of the metallic nanomaterials’ physicochemi-
cal properties, fluorescent, colorimetric and SERS POCT 
applications were developed with improved accuracy and 
sensitivity.

Electrochemical‑based point‑of‑care tests
To date, the most representative POCT application, glu-
cometer, was developed based on an electrochemical 
biosensor and is indispensable for diabetics’ daily glu-
cose monitoring. Few months later after the breakout of 
COVID-19 pandemic, Alafeef et al. developed an electro-
chemical biosensor chip to quantitatively detect SARS-
CoV-2 viral RNA. Through the integration of antisense 
oligonucleotides functionalized gold nanoparticles and 
graphene nanoplatform, this POCT chip could detect 
viral RNA in 5 min with high sensitivity and specificity. 
The performance of this POCT device was firstly evalu-
ated on the Vero cells infected with SARS-CoV-2 virus. 
Further validation of this device’s sensitivity and accu-
racy were carried out on the clinical samples collected 
from COVID-19 positive patients and healthy asymp-
tomatic subjects who were prior confirmed by RT-PCR 
diagnostic kit. As the author claimed, this POCT device 
achieved high sensitivity of 231 copies per microliter 
and limit of detection of 6.9 copies per microliter with-
out any further amplification. Most importantly, due to 
the feasibility of this electrochemical device, the ssDNA-
conjugated AuNPs could be readily reprogramed to real-
ize simultaneously target two separate regions of the 

Fig. 9 A Illustration of smartphone imaging device for quantum dot barcode-based COVID-19 immunoassay. [107] Reprint with permission, 
Copyright 2021, American Chemical Society. B Photo of the portable handmade COVID-19 POCT device. The device was connected 
to a smartphone via a USB-C connection to record the signal using a customized KAUSTat software. [108] Reprint with permission, Copyright 2021, 
American Chemical Society
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same SARS-CoV-2 N gene which allowed the detection 
of genomic mutant SARS-CoV-2 virus.

With the help of gold nanoarchitecture, Beduk and 
coauthors successfully developed a miniaturized laser-
scribed graphene (LSG)-based electrochemical biosen-
sor and used for COVID-19 POCT (Fig. 9B) [108]. After 
the optimization and evaluation of this biosensor’s viral 
detection performance, it was finally connected with a 
smartphone via USB-C dock for the fabrication of port-
able handmade POCT device. The overall detection abil-
ity of this electrochemical POCT device was evaluated 
using the S-protein standard solution (5.0 − 500  ng/mL) 
with a detection limit of 2.9 ng/mL. Further clinical vali-
dation was carried out on 23 COVID-19 positive blood 
serum samples, and the results achieved the best agree-
ment with the commercial RT-PCR test. This POCT 
device provided a promising alternative solution for the 
rapid detection of SARS-CoV-2. Integrating magnetic 
nanobeads with gold electrode-assisted electrochemi-
cal biosensor, a POCT device was developed by Li and 
coworkers [111]. This microfluidic chip can connect to 
a smartphone to realize a portable diagnosis of SARS-
CoV-2 nucleocapsid protein with the LOD of 230  pg/
mL in whole serum and 100  pg/mL in diluted serum. 
Since the electrochemistry-based POCT has been widely 
used for many years, integrating metallic nanomaterials 
with current developed electrochemical POCT is quite 
straightforward and can be readily achieved.

Lateral flow immunoassay‑based point‑of‑care tests
Lateral flow immunoassay (LFIA), also known as lateral 
flow immunochromatographic assay, is a rapid diagnostic 
technology based on immune colloidal gold technology 
that emerged in the 1990s. Basically, most of the LFIA 
builds upon a nitrocellulose membrane with prefixed 
specific antibodies in certain regions. Once the sample is 
dropped, it will move forward along the membrane and 
encounter the area where the antibody is immobilized, 
the corresponding antigen in the sample will specifically 
bind to the antibody. During this process, immune col-
loidal gold or immune enzyme staining responds and dis-
plays a certain color. Due to the flexibility of LFIAs, they 
are widely used in medical diagnostics with diverse appli-
cation scenarios such as the most commonly used home 
pregnancy test. In terms of COVID-19, LFIA played a 
critical role in the fast screening of infected people before 
RT-PCR nucleic acid test. Especially in this post COVID-
19 era, though antigen-based LFIA is generally less sen-
sitive than RT-PCR or other nucleic acid amplification 
tests, LFIA serial testing (repeated test at least 48 h apart) 
are still recommended by the U.S. CDC for self-testing 
because the virus genetic materials might stay in the 
body up to 3 months resulting in a false-positive result of 

RT-PCR test [112]. To further improve the sensitivity and 
specificity, metallic nanomaterials were extensively used 
in the novel LFIA developments. [113–115]

Developing paper-based immunoassays to detect 
SARS-CoV-2 and neutralizing antibodies is of great sig-
nificance in the post COVID-19 era. The most common 
SARS-CoV-2 LFIA strip consists of a cellulose mem-
brane with specific antigen or antibody immobilized and 
a binding pad adsorbed with colloidal gold labeling rea-
gent (antibody or monoclonal antibody). When the sam-
ple is added, it moves forward via capillary action, reacts 
with the colloidal gold-labeled reagent. When moving to 
the area of fixed antigen or antibody, the sample and the 
gold-labeled reagent conjugates specifically bind to the 
fixed antigen or antibody, and gather on the detection 
zone, resulting in color development result which can 
be observed by naked eyes. Nanometals, such as AuNPs, 
have been used to prepare LFIA for the detection of IgM 
and IgG antibodies against SARS-CoV-2 antigens [116]. 
In a typical LFIA-based rapid-test strategy, antihuman 
IgM, IgG and antirabbit IgG antibodies (control sample) 
were separately modified in three different test lines on 
the nitrocellulose membrane (Fig.  10A). Then, AuNPs 
that functionalized the recombinant receptor binding 
domain of S protein was placed on the conjugation pad to 
capture antibodies. Therefore, the formation of the first 
and second red lines on the test strip indicated the pres-
ence of IgM and IgG antibodies. The whole process can 
be completed within 15 min and has a notable sensitivity 
(88.88%) and specificity (90.63%). In this regard, LFIA-
based rapid-test strategy has great application prospects 
for rapid detection of COVID-19 infections.

In the 2021, Srivastav et  al. developed a SERS-based 
LFIA for the rapid and sensitive detection of SARS-
CoV2 specific antibodies [117]. Since the SERS uses the 
plasmonic property of gold nanoparticles, in addition to 
Raman signal readouts, it was possible to observe the test 
results at the control line and test line of the LFA strip 
with the naked eye as well. As shown in Fig. 10B, the gold 
nanoparticles were prelabeled with Raman reporter mol-
ecules. It could be used as conventional LFIA test strip 
and offered SERS signal readouts in the meantime. With 
the help of SERS amplification, this LFIA achieved more 
the 10 times increase in sensitivity compared with con-
ventional LFIAs. Even though the test line was almost 
undetectable in naked eye readouts, SERS signals were 
still able to be detected with strong intensities. As an 
essential component of LFIA, fluorescence-based LFIA 
holds a large share of today’s POCT market as well. For 
instance, the fluorescence property of quantum dots 
[113], nanodiamonds [118], and lanthanide nanoparticles 
[119] was used to develop LFIA for SARS-CoV-2-Specific 
IgM/IgG and nucleocapsid protein detection.
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Aside from as mentioned LFIAs which detect SARS-
CoV2 related specific antibodies mostly, detection of 
other targets such as viral genes were also feasible. For 
example, Xiong et al. successfully developed a CRISPR/
Cas9-mediated triple-line lateral flow assay (TL-LFA) 
for SARS-CoV-2 viral gene detection [113]. It was 
worth noting that this TL-LFA device utilized multiplex 
reverse transcription-recombinase polymerase amplifi-
cation (RT-RPA) and realized simultaneously detection 
of two genes in a single strip test. Compared with con-
ventional RT-qPCR methods, this POC platform was 

able to work in isothermal condition (37 ℃) without the 
need of temperature cycling allowing for the promotion 
in the different application scenarios. The whole assay 
procedure was limited within 1  h including viral RNA 
extraction which guaranteed a time-saving and sensi-
tive detection with a LOD of 100 copies per reaction 
(25 mL). The performance of this CRISPR/Cas9-medi-
ated TL-LFA method was also demonstrated in naso-
pharyngeal swab clinical samples showing comparable 
analytical specificity and sensitivity with the commer-
cialized RT-PCR method.

Fig. 10 A Rapid IgM-IgG combined antibody Test for SARS-CoV-2 infection diagnosis [116]. B Schematics of the SERS-based POCT platform 
for SARS-CoV-2 specific IgM detection [117]. Reprint with permission, Copyright 2021, American Chemical Society
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Metal based nanoplatforms for the post‑COVID 19 
era
It is now believed that the global effort in COVID-19 
diagnosis and vaccination will bring the pandemic under 
control. Nevertheless, uncertainties remain about those 
constantly changing SARS-CoV2 variants, which may 
appear with seasonal epidemic peaks, be fueled by some 
immune-deficient individuals, or even pull us back into 
a new pandemic [120, 121]. Therefore, we critically dis-
cussed about how to cope with variants by having fast 
and accurate detection strategies on hand, and some rel-
evant commercially available devices that we could use 
outside laboratory to closely surveil the SARS-CoV-2.

Strategies for detecting SARS‑CoV‑2 variants
In the detection of SARS-CoV-2 variants, viral genome 
sequencing is the most accurate method [122]. How-
ever, genotyping methods based on single nucleotide 
polymorphisms often usually incur high economic and 
time costs, which is not conducive to epidemic preven-
tion and control [123]. To cope with the problem of high 
cost, next generation sequencing and third generation 
sequencing are gradually used to detect SARS CoV-2 
variants, but still cannot solve the time-consuming prob-
lem [124, 125]. Therefore, more other detection methods 
for detecting SARS-CoV-2 variants have been developed 
based on nucleic acid targeting and protein targeting.

RT-PCR is still the widely used technique for diagnos-
ing SARS-CoV-2 infection, but the emergence of new 
variants can reduce the sensitivity of RT-PCR based 
diagnosis [126, 127]. To cope with this problem, some 
improving methods of PCR have been developed for 
identifying SARS-CoV-2 variants, including mutation-
specific SARS-CoV-2 PCR [128], multiplex PCR [129, 
130], loop-mediated isothermal amplification assay 
[131] and CRISPR-based methods [132]. For example, a 
mutation-specific RT-PCR technique based on VirSNiP 
mutation was designed. By deleting two amino acids 
(ΔE156/ΔF157) that cause the failure of S-gene target, 
Delta strains can be rapid screened [128]. This detection 
method exhibits high sensitivity and specificity, and is 
conceived as a rapid screening of Delta variant. However, 
since this detection method requires the deep under-
standing of specific mutations in various variants based 
on the results of gene sequencing, its applicability for 
possible future variants still needs continuous improve-
ment. Furthermore, although those improved PCR-based 
detection technology has high sensitivity and specific-
ity, these methodologies require competent laboratory 
personnel, complex instruments, and are time-consume 
[133]. On the other hand, CRISPR/Cas technology has 
been considered as an alternative to specifically identify 

mutations in the spike protein gene of SARS-CoV-2. 
When the CRISPR/Cas system encounters a match-
ing sequence in the SARS-CoV-2 genome, it initiates a 
molecular reaction, resulting in a detectable signal. This 
signal can be visualized using various methods, such as 
fluorescent tags or colorimetric assays, allowing for quick 
and convenient identification of the viral genome includ-
ing single-nucleotide mutations in the spike protein gene 
[134–136]. Since CRISPR-based methods can be per-
formed isothermally, and do not require sophisticated 
equipment, they have promising potential for point-of-
care testing [137, 138].

Fast antigen detection has always been used as an alter-
native option for detecting SARS-CoV-2. Although this 
detection is less sensitive than RT-PCR, it exhibits the 
advantage of instrument-free, short turnaround times 
and low-cost [139]. In the detection of SARS-CoV-2 vari-
ants, fast antigen detection plays an increasingly impor-
tant role due to these variants, including Alpha, Beta, 
Gamma, Delta and Omicron, exhibit increased transmis-
sibility and morbidity [140]. Furthermore, another advan-
tage of rapid antigen detection is that it is still suitable for 
the detection of COVID-19 variants with the currently 
commercially available COVID-19 antigen sealing tube 
test strip [141]. For example, the globally popular colloi-
dal gold test strip was investigated to verify its sensitivity 
and specificity for the diagnosis of the SARS-CoV-2 vari-
ants [141]. The detection results of 584 symptomatic and 
asymptomatic participants aged 0–90 years showed that 
the sensitivity of this test strip to Delta/Kappa variants 
L452R and E484Q S gene mutations was 96.97%, and the 
sensitivity to Omicron variant N501Y S gene mutations 
was 90.80%. This rapid antigen detection has a certain 
sensitivity to the detection of the widely spread Omicron 
variant, which can be used for self-inspection and POCT 
at home, thus strengthening the community management 
of COVID-19 [141]. Nevertheless, some reports on the 
diagnostic utility of antigen detection for variants have 
shown inconsistent results. Some studies showed the 
acceptable performance of antigen detection for variants 
[142, 143], but some studies verified a lower performance 
[144]. Therefore, the real performance of these assays 
should be further clarified to provide real information for 
decision makers.

Metallic nanosensors for commercial uses
In the post-COVID 19 era, it is very important to develop 
commercially available devices that can be used outside 
laboratory to surveil the SARS-CoV-2. These commer-
cially available antigen-detecting rapid diagnostic tests 
could increase the opportunity for early diagnosis of 
cases and accelerate clinical management decisions to 
reduce transmission [145]. Therefore, with the advent 



Page 20 of 25Li et al. Journal of Nanobiotechnology          (2023) 21:255 

of the post epidemic era, a large number of COVID-19 
test kits are needed. Recently, many COVID-19 antigen 
detection reagents have been approved for clinical use. 
Interestingly, metallic nanosensors play an important 
role in these approved kits. For example, 30 of the 40 
COVID-19 antigen detection reagents approved by the 
National Medical Products Administration of China are 
based on the colloidal gold method due to its excellent 
performance. Other Metallic nanoparticles, such rare 
earth nanoparticles, magnetic nanoparticles, have also be 
used at the point-of-care [146]. These methods provide 
fast and affordable detections, but often encounter the 
problem of false positives. Therefore, it is still an urgent 
problem to improve the accuracy of these commercial 
kits.

Metallic nanosensors compared to other nanoplatforms
In addition to metallic nanosensors, other nanoplat-
forms, including carbon-based nanoplatforms, polymer 
nanoplatforms etc., are also used for COVID-19 diag-
nostics in the post-COVID 19 era. These nanoplatforms 
can be also used with nasal swabs, throat swabs, serum, 
sputum samples or saliva samples. Although most of the 
current approved antigen diagnostic devices for COVID-
19 are based on colloidal gold method due to the advan-
tages of simple result-reading method and low cost, 
other nanoplatforms such as carbon nanomaterials still 
have their unique performance. For example, fluorescent 
carbon-based nanomaterials have the lower background 
and higher brightness, these carbon-based sensors have 
higher sensitivity and lower detection limit compared 
with colorimetric detection and can realize a sensitivity 
10 times higher than colloidal gold method. However, 
fluoresce reading instruments are essential and necessary 
for signal reading. Nevertheless, the flashlight of smart 
phone may be the simplest solution to this problem. In 
addition to fluorescent carbon-based nanoplatforms, 
other carbon-based nanomaterials such as carbon nano-
tubes and graphene have also received a lot of attention 
due to their excellent electrical conductivity and optical 
property. However, some inherent drawbacks, such as the 
high price of carbon tubes and the difficulty to produce 
high-quality and purified graphene at an industrial scale, 
limit their widespread application in biosensing.

In other words, the wide use of metallic nanomaterials 
in the COVID-19 diagnosis accelerates the field of metal-
lic nanomaterials-based bioanalysis. With advancements 
in nanotechnology, it is possible to create customized 
metallic nanomaterials with tailored properties that can 
be specifically designed for different types of biosensors. 
To date, metallic nanoparticles have been used for the 
detection of various biomarkers associated with diseases 
and provide high sensitivity and specificity, enabling the 

detection of these biomarkers at very low concentrations. 
Overall, the use of metallic nanomaterials in biosensing 
applications has vast potential for improving healthcare 
and advancing medical research. Ongoing research in 
this field will continue to push the boundaries of what is 
possible, leading to new and innovative technologies that 
can revolutionize the diagnosis and treatment of diseases.

Outlook and conclusion
Accurate and rapid detection of SARS-CoV-2 infected 
people is essential to controlling the spread of COVID-
19 pandemic. As mentioned by the WHO, asymptomatic 
carriers who are infected with SARS-CoV-2 but show lit-
tle or no symptoms of the disease occupied a consider-
able proportion of the total infection numbers either in 
some regions or word widely. Therefore, it is difficult to 
identify the SARS-CoV-2 positive population by routine 
temperature monitoring or symptomatic observation. 
From this regard, the use of nucleic acid tests and pro-
tein or antibodies tests are important and should be more 
accurate. On the other hand, SARS-CoV-2 virus shows a 
fast-mutating nature, new variants of infection dominate 
the newly identified cases in months. These mutations in 
the SARS-CoV-2 virus will potentially impact diagnostic 
accuracy via several factors, including the sequence of 
the variant genetic information, the design of the diag-
nostic strategy, and the prevalence of the variant in dif-
ferent regions. Thus, more efforts are urgently needed to 
devote to the improvement of present diagnostic meth-
ods’ sensitivity and specificity, as well as the capability 
to deal with the challenges from rapid emerging SARS-
CoV-2 variants. For example, tests with multiple targets 
mean detecting various sections of the viral genome, or 
different viral proteins at the same time. This strategy will 
improve the diagnostic accuracy to cope with the chal-
lenges posed by new variants of SARS-CoV-2.

Aside from the accuracy and sensitivity concern men-
tioned above, future developing trend of COVID-19 
diagnosis and surveillance should pay more attention on 
other aspects. Firstly, the extreme high transmission abil-
ity of new SARS-CoV-2 variants makes COVID-19 diag-
nosis a part of our daily life. It is important to rational 
choose ideal diagnostic strategies in specific scenario. For 
example, tests at the airport should be accurate to control 
the spread of the pandemic, yet less accuracy is accept-
able for medical staff who are frequently tested during 
daily checks. Second, most of the nanomaterials can be 
readily synthesized and functionalized at the bench side, 
scale-up of the production with strict quality control is 
challenging. Introducing the latest nanomaterials synthe-
sis techniques and functionalization strategies to guaran-
tee large-scale production and robust storage conditions 
is essential. Generally speaking, metallic nanomaterials 
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are used for either signal amplification or simplifying and 
saving time in the COVID-19 diagnosis and surveillance. 
In this review, we systematically summarized recent 
progress of metallic nanomaterials-based SARS-CoV-2 
diagnostic biosensors covered different targets and appli-
cation scenarios. The introduction of metallic nanomate-
rials into these bioanalysis applications greatly improved 
the overall detection performance not only in the sensi-
tivity and specificity but facilitated the test accessibility 
such as POCT devices. It is expected that using metal-
based nanomaterials in the COVID-19 diagnosis and 
surveillance is an effective path to control the spread of 
this viral pandemic. With the broad employment of these 
novel diagnostical devices and the developments of vac-
cines or specific drugs, the COVID-19 pandemic will be 
end eventually as it transforms into an endemic disease.
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