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Abstract 

Nanomaterials, specifically metal nanoclusters (NCs), are gaining attention as a promising class of antibacterial agents. 
Metal NCs exhibit antibacterial properties due to their ultrasmall size, extensive surface area, and well-controlled 
surface ligands. The antibacterial mechanisms of metal NCs are influenced by two primary factors: size and surface 
charge. In this review, we summarize the impacts of size and surface charge of metal NCs on the antibacterial mecha‑
nisms, their interactions with bacteria, and the factors that influence their antibacterial effects against both gram-
negative and gram-positive bacteria. Additionally, we highlight the mechanisms that occur when NCs are negatively 
or positively charged, and provide examples of their applications as antibacterial agents. A better understanding 
of relationships between antibacterial activity and the properties of metal NCs will aid in the design and syn‑
thesis of nanomaterials for the development of effective antibacterial agents against bacterial infections. Based 
on the remarkable achievements in the design of metal NCs, this review also presents conclusions on current 
challenges and future perspectives of metal NCs for both fundamental investigations and practical antibacterial 
applications.
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Graphical Abstract

Introduction
Bacterial infections are a severe concern for human 
health, and have been further aggravated by rising anti-
biotic resistance [1–4]. These infections can cause sig-
nificant morbidity and mortality, thus emphasizing the 
importance of quickly and efficiently identifying and 
treating pathogenic bacteria [5]. In general, antibacte-
rial resistance mechanisms are classified as follows: (1) 
restriction of drug absorption, (2) drug inactivation, (3) 
drug target modification, and (4) active drug reflux [6–
10]. The mechanism of antibiotic resistance is based on 
the structure of the bacterium itself. Bacteria are clas-
sified into two types based on their structure: gram-
negative and gram-positive bacteria. Gram-negative 
bacteria have three major components: the outer mem-
brane (OM) which contains lipopolysaccharides (LPSs), 
the peptidoglycan (PG) cell wall, and the inner mem-
brane (IM). Meanwhile, gram-positive bacteria lack an 
OM but have a thicker PG layer [11]. As a result, to com-
bat bacterial infections, technologies must be developed. 
Nanotechnology is one method that has been developed 
to combat the problem of bacterial infections [12–15].

The discovery of antibacterial nanomaterials such as 
metals, metal oxides, carbon, quantum dots, peptides, 
and polymer-based nanostructures has provided novel 
opportunities for combating the bacterial infection cri-
sis [16–22]. Among antibacterial nanomaterials, metal 
nanoclusters (NCs), which have very small sizes and are 
made up of several to many metal atoms, are gaining 
popularity for antibacterial applications [12–15]. Metal 
NCs exhibit antibacterial activity due to a variety of ben-
efits including an extremely large surface area, small size, 
morphological control, easy surface modification, and 
physiochemical features (such as distinctive optical, elec-
tromagnetic, and catalytic properties) [23–26]. Gold NCs 
(AuNCs), silver NCs (AgNCs), copper NCs (CuNCs), and 
alloy NCs are examples of metal NCs that have been used 
as antibacterial agents [27–29]. Among all types of metal 
NCs, AgNCs and CuNCs show more-prominent antibac-
terial activities than the others because silver and copper 
elements have broad-spectrum antibacterial properties 
[30–32]. Unfortunately, the antibacterial efficacies dem-
onstrated by these two types of NCs are not necessarily 
accompanied by biocompatibility in mammalian cells, 
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raising questions about their safety when applied clini-
cally. Because of their biological inertia and high stability, 
AuNCs have a competitive advantage over AgNCs and 
CuNCs. AuNCs were also found to be highly biocompat-
ible in living systems [33, 34].

When investigating metal NCs as antibacterial agents, 
it is vital to investigate the antibacterial mechanisms and 
elements that influence them. Based on their specific 
physiochemical characteristics, metal NCs have three 
primary bactericidal routes. Initially, membrane disrup-
tion is caused by bonds between the nanomaterials and 
portions of the bacterial surface. Second, nanomaterial 
interactions with numerous biomolecules in cells dis-
rupt biomolecular processes such as DNA replication, 
protein synthesis, and molecular catalysis. Eventually, 
the production of oxidative stress and electrolyte imbal-
ances in cells induce the death of bacterial cells due to the 
absence of normal cellular functions [35]. The size and 
shape of the metal NCs impact how well they can pen-
etrate bacterial cells during the antibacterial reaction. 
When metal NCs attach to a cell membrane, the contact 
surface area and charge of the metal NCs are two key ele-
ments causing membrane damage [36–38]. Differences in 
the composition and charge of metal NCs also affect the 
production of oxidative stress, which causes bacterial cell 
death [39].

In this review, we summarize the two main factors that 
influence antibacterial mechanisms in bacteria, namely 
the size and surface charge of metal NCs. To begin 
with, we discuss how the size of NCs affects antibacte-
rial applications, what factors influence the antibacterial 
effects based on their size against both gram-negative 
and gram-positive bacteria, and examples of applications 
of metal NCs that are affected by the size of the NCs. 
Following that, we outline the surface charge impacts of 
NCs in antibacterial applications, the mechanisms that 
occur when NCs are negatively or positively charged, and 
applications of both types of NCs as antibacterial agents. 
Thereafter, a brief overview of the relationship between 
antibacterial activity and various properties of metal NCs 
should be further studied so that it can be used in the 
future to aid in designing and synthesizing nanomaterials 
to develop antibacterial agents that are effective in deal-
ing with bacterial infections.

Overview of physicochemical properties of NCs
Metal nanoclusters (NCs) have unique physicochemical 
properties that make them promising for various applica-
tions, including therapeutics, sensing, catalysis, and bio-
imaging. Some of the physicochemical features of metal 
NCs are ultrasmall size, rich and tailorable surface chem-
istry, molecule-like properties, good renal clearance, 
good photostability, tumor targeting, metallic properties, 

optical properties, catalytic activity, size-dependent 
properties, biocompatibility, and self-assembly. Metal-
lic properties like electron delocalization in bulk metals, 
provide them with mechanical ductility, light reflectiv-
ity, and high electrical and thermal conductivity [40, 
41]. The optical characteristics of metal nanoclusters are 
linked to their impressive capacity for absorbing light in 
the visible region. Owing to pronounced quantum con-
finement effects, metal nanoclusters exhibit distinctive 
electronic characteristics, including strong photolumi-
nescence (PL), electron dynamics reminiscent of mol-
ecules, discrete optical absorption, and non-linear optical 
behavior. In summary, the optical characteristics of metal 
NCs are influenced by several factors, including shape, 
size, constituent elements, and dielectric environment 
[42–45]. Furthermore, the catalytic activity of metal 
nanoclusters which exhibit high catalytic performance 
can lead to enhanced stability, activity, and selectivity 
compared to bulk metal catalysts. The catalytic activity 
of metal NCs refers to their ability to accelerate chemi-
cal reactions by providing an active surface for the inter-
action of reactant molecules [46–48]. The size of metal 
NCs can also significantly impact their catalytic proper-
ties. The unique dependent characteristics of metal NCs 
have been demonstrated in various catalytic reactions, 
such as carbon–carbon bond formation, oxidation, and 
hydrogenation. Studies have shown that the photocata-
lytic activity of gold nanoclusters increases with decreas-
ing size. Additionally, the size-dependent properties of 
metal NCs can also influence their optical, magnetic, and 
photoluminescent properties, which can further enhance 
their catalytic performance [42, 49]. Metal NCs also show 
biocompatibility properties that refer to their ability to 
interact with biological systems in a safe and non-toxic 
manner. The small size of metal NCs allows for the effi-
cient cellular uptake and can reduce their toxicity com-
pared to larger nanoparticles. Additionally, the surface 
chemistry of metal NCs can be tailored through ligand 
engineering, which can further enhance their biocom-
patibility and enable specific interactions with biological 
targets [50–52]. Lastly, the self-assembly of metal NCs is 
one of unique phenomenon that arises from their small 
size, atomically precise structures, and the interplay of 
various non-covalent interactions. The self-assembly of 
metal NCs can lead to the formation of ordered struc-
tures or aggregates with distinct properties and func-
tionalities that are different from their individual or 
randomly aggregated counterparts. This process is driven 
by factors such as solvent conditions, temperature, and 
the presence of ligands or biomolecules, which can be 
tailored to control the structure, shape, and dimensions 
of the resulting self-assembled architectures [53–55]. In 
summary, the physicochemical properties of metal NCs 



Page 4 of 34Draviana et al. Journal of Nanobiotechnology          (2023) 21:428 

are diverse and can be tailored through design and engi-
neering approaches. Metal NCs show great potential as 
advanced materials due to their unique properties and 
the ability to tailor their physicochemical properties for 
various applications.

Overview of NC sizes in antibacterial applications
One thing that impacts NCs’ effectiveness as antibacte-
rial materials is their particle size. In the nanoscience 
field, properties of nanoparticles (NPs) are one of the 
most intriguing aspects which can be influenced by size 
changes. These significant size differences have effects 
not only on the electrical and optical properties of NPs 
but also on interactions with the environment and biol-
ogy, such as the transport of NPs via water systems and 
interactions between NPs and cells [56]. Because of 
their smaller size, NPs exhibit different chemical and 
physical properties compared to their bulk substance. 
Antibacterial activity is typically higher in NPs that are 
smaller in size [57]. Ultrasmall NPs, also known as NCs, 
have a core size of < 3 nm and are the only ones among 
all of the designed NPs developed today that serve as 
unique platforms for researching size dependencies at 
an incredibly small scale. The exact control of nanoma-
terials with sizes down to the atomic level is highly val-
ued since a heterogeneous size distribution can lead to 
a great deal of uncertainty when it comes to recreating 
nanomedicines on a large scale with the same level of 
therapeutic efficacy [58–60]. One study conducted by 
Zheng et al. reported that AuNCs with different atomic 
numbers exhibited molecule-like compared to size-
dependent antimicrobial behaviors with comparable 

effectiveness. This indicated the unique molecule-
like features of ultrasmall AuNCs [61]. The electrical 
and optical properties of a metal are influenced by its 
size, as shown in Fig. 1. When the size of the metal is 
reduced to a nanoscale or less, which is equivalent to 
a few or fewer atoms, the band structure becomes 
fragmented and is separated into several energy levels 
in a manner that is analogous to the energy levels of 
molecules. Consequently, it can be seen that metallic 
NCs have properties similar to molecules, and they no 
longer display plasmonic capabilities [62].

The size of NCs can affect how they kill bacteria 
and the bacterial mechanisms. The smaller the size, 
the greater the ability to penetrate bacterial cell bod-
ies. This is because the ratio of surface area to volume 
is greater for smaller sizes than for larger sizes, making 
them more toxic. A large surface area which is one of the 
size-dependent antibacterial effects, causes NCs to con-
tact with bacterial cells and allows them to reach more 
cytoplasm than larger NPs. NPs come in a wide variety 
of shapes and sizes. However, those with the smallest 
diameters and highest zeta potentials are the ones most 
likely to cause interference with cell membranes and, as a 
result, produce a loss of cell viability [63, 64]. As their size 
is comparable to biological molecules, such as large pro-
tein complexes, it is hypothesized that NCs can engage 
in subcellular reactions. This can enhance the creation 
of reactive oxygen species (ROS), which can damage and 
inactivate vital macromolecules such as DNA, proteins, 
and lipids [65, 66]. There are four important groups of 
things that affect the antibacterial effect based on the size 
of the particles. These are explained in more detail below.

Fig. 1  Effects of the size of a metal on it electrical and optical properties
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Pore sizes of bacteria
Gram-positive and gram-negative bacteria each have 
their unique cell structures. Cells of gram-negative bac-
teria, in particular, are subdivided into several compart-
ments. There are three primary layers, the IM, the PG 
cell wall, and the OM. The OM is the most superficial 
layer. Gram-negative bacteria are distinguished from 
gram-positive bacteria by the presence of an OM; on 
the other hand, gram-positive bacteria do not have this 
structure [67]. Antibiotics, disinfectants, cationic pep-
tides, and bacteriocins are a few examples of harmful ele-
ments found in the external environment, against which 
the OM defends, as it acts as a physical and mechanical 
barrier. Proteins found in the OM mediate the uptake of 
cells, either passively or actively, of tiny molecules neces-
sary for cell growth and function [68]. The plasma mem-
brane of gram-negative bacteria is encased within the 
cell’s OM, which shields it from damaging effects of the 
surrounding environment. Because it contains special-
ized proteins that can cross membranes and are referred 
to as “porins”, this membrane serves as a filtering barrier. 
Gram-negative bacteria are the ones that led to the dis-
covery of porins. Porins are huge water-filled pores that 
span the OM of gram-negative bacteria [69].

Porins in the OM have no binding affinity toward sol-
utes allowed to pass through. These proteins generally 
enable the passive diffusion of small hydrophilic sol-
utes with a size exclusion limit of 600 Da [70]. To get to 
the target in gram-negative bacteria, the first thing that 
needs to be done is to pass through the OM, which is the 

layer of negatively charged LPS (1). Porins (2) provide 
passage for hydrophilic molecules of a smaller size, while 
the outer hydrophobic layer allows passage of hydropho-
bic molecules of a greater size. Both types of molecules 
can eventually reach the periplasmic region (3). To reach 
their intended destination in the cytoplasm, molecules 
must traverse a second hydrophobic barrier (4). Hydro-
phobic molecules have the potential to spread laterally, 
be captured by an efflux pump, and then be expelled 
back into the environment. Every step is accomplished 
through passive diffusion, except for the efflux pumps, 
which use promotive forces or ATP [71]. The schematic 
pathway of crossing the membrane of gram-positive and 
gram-negative bacteria is shown in Fig. 2.

Unlike gram-negative bacteria, gram-positive bacteria 
are characterized by their thick and continuous cell wall 
structure known as a sacculus, which primarily consists 
of peptidoglycan. This multi-layered cell wall, composed 
of proteins and molecules, serves as a protective barrier 
against various forms of damage to the bacteria. The pep-
tidoglycan layer within gram-positive bacteria is nota-
bly robust, with a thickness ranging from 20 to 80  nm, 
signifying a substantial increase in thickness compared 
to the cell wall of gram-negative bacteria, which is typi-
cally only about 2 to 3 nm thick [72]. The peptidoglycan 
is comprised of sequences of alternating MurNAc and 
GlcNAc components, which are cross-linked via the 
pentapeptide units. Teichoic acids are unique to Gram-
positive bacterial structures and consist of two primary 
elements. The first one is lipoteichoic acid (LTA), which 

Fig. 2  The pathway and the involved physicochemical challenges while crossing the respective barriers
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is a lipid found within the cell membrane. The second 
element is wall teichoic acid (WTA), which is covalently 
linked to peptidoglycan. All types of Gram-positive bac-
teria are surrounded by a single-unit lipid membrane 
[73]. For a long time, it was believed that Gram-positive 
bacteria did not possess porin channels. Porin channels 
are proteins located in the outer membranes of Gram-
negative bacteria, creating conduits for the passage of 
different substances, including antibiotics [74]. However, 
research has shown that porins are also found in gram-
positive bacteria. They exhibit transport functions analo-
gous to those of gram-positive bacteria, although their 
distribution is more restricted than that in gram-nega-
tive bacteria. These formations might have a function in 
conveying particular molecules or ions, but their precise 
roles remain incompletely comprehended. Some gram-
positive bacteria, such as mycobacteria, have particular 
lipids attached to porins within their cell walls. There-
fore, while it was once believed that gram-positive bac-
teria lacked porin channels, it is now known that some of 
them may possess similar structures with different func-
tion [69, 75].

Membrane pores are one of the deterministic features 
that can affect nanomaterial uptake, as nanomaterials can 
diffuse easily into bacteria. Pores, such as those created 
by porin trimers, typically have a diameter of 1.2–2 nm, 
which enables the rapid and easy internalization of ultr-
asmall AuNCs (< 2 nm). Zheng et al. conducted a study 
comparing the antibacterial properties of two AuNPs and 
three AuNCs utilizing p-mercaptobenzoic acid (MBA) 
as a ligand. According to findings of that investigation, 

the antibacterial impacts of the three types of AuNCs 
were higher than when treated with AuNPs. This dem-
onstrated that AuNCs can be easily internalized by bac-
teria via simple diffusion through small pores in the 
cell wall. In contrast, the larger sizes of AuNPs make it 
extremely difficult for them to enter the pores, resulting 
in low uptake into bacterial cells. The "size cutoff" in the 
internalization process within bacteria may explain the 
remarkable difference in antibacterial efficacies between 
AuNPs and AuNCs (Fig. 3) [61].

Wang et al. also conducted a study employing AuNCs 
with 6-mercaptohexanoic acid (MHA) as the ligand. In 
their study, both gram-negative and gram-positive bac-
teria were subjected to varying concentrations of MHA 
AuNCs to determine these compounds’ antibacterial 
properties. The antibacterial effect created by AuNCs 
treated with a concentration of 150 μM was most effec-
tive against gram-negative bacteria. Gram-positive bacte-
ria, on the other hand, showed no signs of being inhibited 
by the antibacterial properties of AuNCs, even at very 
high concentrations (150  μM). This may be because of 
the decreased binding efficacy between AuNCs and 
gram-positive bacteria. To confirm that the antibacterial 
effect seen was a direct result of the ultrasmall structure, 
the researchers tested both AuNCs MHA and AuNPs 
on Escherichia coli. Compared to the use of AuNCs, the 
antibacterial impact was much lower when treated with 
AuNPs. This demonstrated that overall, the ultrasmall 
nature of AuNCs was responsible for the improved anti-
bacterial action compared to other ligands or structures 
[76].

Fig. 3  Schematic representation of the antimicrobial mechanism of gold nanocarriers (AuNCs) and gold nanoparticles (AuNPs) 
with p-mercaptobenzoic acid (MBA) as a ligand. Reproduced with permission from ref [61]. Copyright 2021 Elsevier
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The surface‑area‑to‑volume ratio of NCs
Because NCs have such small particle sizes, the sur-
face-to-volume ratio of a given quantity of particles is 
improved. This, in turn, boosts the antibacterial prop-
erties of NCs and reveals how they interact with and 
penetrate bacteria. As the size of the particles becomes 
smaller, the specific surface area of the NCs increases, 
which allows for a greater amount of contact between the 
material and the environment [77, 78]. In a given volume, 
if there is a greater ratio of surface area to volume, the 
reaction there will be both more rapid and more intense 
[63]. Figure 4 illustrates how surface area increases as the 
particle size decreases.

Some research demonstrated that the antibacterial effi-
cacy will improve if the particle size is reduced. At the 
same time, the ratio of surface area to volume increases. 
Zheng et  al. performed research showing that ultras-
mall AuNCs contain strong wide-spectrum antibacterial 
activity. However, this activity was not present in larger 
AuNPs counterparts, which were used for comparison. 
In their research, they used MHA as the ligand, and 
they treated gram-positive (Staphylococcus aureus) and 
gram-negative (E. coli) bacteria with the same concen-
tration (0.1 mM based on Au atoms) of Au25MHA18 and 
Au-MHA NPs. They found that the treatment inhibited 
both types of bacteria. The as-prepared AuNPs only gen-
erated a low killing impact on S. aureus, which was only 
3% of the S. aureus population. Nevertheless, the AuNCs 
efficiently killed approximately 95% of the S. aureus 
population after exposure for 2 h. This was also true for 
gram-negative bacteria, like E. coli, where AuNCs eradi-
cated most bacterial populations. After 2 h of treatment, 

they found that approximately 96% of the bacterial pop-
ulation had been eliminated. However, treatment with 
larger-sized AuNPs only successfully eliminated approxi-
mately 2% of the bacterial population. The vast disparity 
in size between AuNCs and NPs gave rise to the hypoth-
esis that the MHA ligand densities on their surfaces were 
distinct. Compared to the equivalent AuNPs, AuNCs had 
a greater surface-to-volume ratio, enabling them to have 
a higher MHA-to-Au ratio on their surface (per parti-
cle). Due to the ultrasmall size of the AuNCs, they exhib-
ited substantial antibacterial activity that was effective 
against a broad spectrum of pathogens. This suggests that 
AuNCs had a high surface-to-volume ratio [79].

Research was also carried out by Ye et  al. to improve 
the antimicrobial efficacy of nanomedicines. This was 
accomplished by combining highly luminous silver NPs 
(AgNPs) with the homogeneous conjugation of an anti-
microbial peptide (Dpep-AgNCs). An increase in activ-
ity occurred the in size range of 5–100  nm, when it is 
noted that the size of the AgNPs decreased. Opep, which 
possesses similar antimicrobial activity, was chosen to 
synthesize AgNPs to demonstrate the effect of the size-
dependent antibacterial performance (Opep-AgNPs). 
Compared to Dpep-AgNCs, which had an average size 
of only 1.25  nm, the average size of Opep-AgNPs was 
approximately 5  nm. According to the findings of that 
research, the antibacterial activity of Dpep-AgNCs was 
significantly higher than that of Opep-AgNPs. This may 
have been because Dpep-AgNCs feature extra-small 
particles, which substantially boosted the likelihood 
of penetration into the bacterium. A mice model was 
used to further illustrate the antibacterial influence of 

Fig. 4  Illustration of the difference surface-area-to-volume ratios between bulk material and nanoclusters
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Dpep-AgNCs and their practical applicability. This was 
done based on the favorable results that had previously 
been established. Opep-AgNPs were only able to heal 
80% of wounds. However, Dpep-AgNCs were able to heal 
91% of wounds. This was determined by infecting mice 
with E. coli. After that, it was demonstrated that Dpep-
AgNCs accelerated the wound closure of mice, with 91% 
of wounds healed. This implies that Dpep-AgNCs dis-
played an immediate healing effect, indicating that they 
had the potential to be used as an alternative to antibiot-
ics [80].

Enzyme‑like properties of NCs
NCs are a viable possibility for artificial enzymes because 
enzymes are highly successful at catalyzing various pro-
cesses with excellent substrate selectivity, activity, and 
yields, even in moderate conditions [81]. NCs are mate-
rials that can efficiently catalyze the conversion of sub-
strates, and their ability to effectively and efficiently 
catalyze the conversion of substrates is distinctive. They 
do this by adhering to the same kinetics and mecha-
nisms as natural enzymes when operating in physiologi-
cal environments [82]. Nanomaterials based on cerium 
oxide, carbon, metal oxides, metals, and iron oxides are 
all examples of different nanomaterials that can imi-
tate natural enzymes [83–86]. The size of NCs affects at 
least one of their enzymatic activities. In the case of gold 
nanomaterials, the enzyme-like activity of AuNCs will 
be significantly higher than that of AuNPs. According 
to the findings of that research and examination, it was 
determined that changes in the crystal planes of the sub-
stances were responsible for differences in the enzyme-
like activities of the substances. The performance of 
a catalytic reaction suffers when the particle size and 
roughness of the particle surface increase. So, the smaller 
the particle size, the bigger the surface area-to-volume 
ratio. As a result, the increased number of metal atoms 
on the surface leads to a rise in the catalytic activity of the 
particles [87]. It was reported that NCs act as enzymes, 
mimicking peroxidase-like or oxidase-like activity that 
converts hydrogen peroxide (H2O2) into ROS capable 
of killing both gram-positive and gram-negative bacte-
ria [88, 89]. In general, the enzyme-like activities of NCs 
can be divided into four categories including peroxidase-
like, oxidase-like, superoxide dismutase (SOD)-like, and 
catalase-like enzyme activities [90]. However, only per-
oxidase- and oxidase-like enzymes, which have a stronger 
impact on antimicrobial activity, are discussed in detail 
here.

Peroxidase‑like properties of NCs
It is well-known that naturally occurring peroxide sys-
tems possess antibacterial abilities. Peroxidase alone 

has no antimicrobial action. Peroxidases are a category 
of enzymes capable of catalyzing the oxidation of H2O2 
to hydroxyl radicals (⋅OH). Antimicrobial peroxidase 
systems require three essential components: a specific 
peroxidase enzyme, H2O2, and a substrate that can be 
oxidized [91]. AuNCs can adsorb H2O2 onto their sur-
faces and break down O–O bonds of H2O2 into dihy-
droxy radicals. AuNCs can also stabilize the formed 
hydroxyl radicals through a partial electron exchange 
interaction [87]. In general, hydroxyl radicals are one of 
the most damaging ROS. Not only do they break down 
proteins, nucleic acids, polysaccharides, and other com-
ponents of the bacterial biofilm, but they also break down 
the structural integrity of the bacteria, ultimately result-
ing in bacterial death. In the presence of NCs, only low 
concentrations of hydrogen peroxide (0.5% or less) are 
needed to significantly increase the antibacterial efficacy 
[88].

Oxidase‑like Properties of NCs
In addition to the peroxidase-like activity, which has the 
potential to boost the antibacterial efficacy, oxidase-like 
activity also plays an equally significant role in the mech-
anism of how antibacterial agents work. Oxidase is an 
essential enzyme that can catalyze the redox reaction in 
which oxygen is involved. Activation of O2 by metals is 
required for oxidase-like activities that metals can carry 
out. Molecular oxygen (O2) is oxidized and transformed 
to either water (H2O) and oxygen or hydrogen peroxide 
(H2O2) through reactions that are catalyzed by oxidases 
(in some cases to superoxide radicals, O2

−). During the 
catalytic process, active free radicals are created, which 
have an antimicrobial effect on the environment. H2O2 
can directly oxidize the outer structure of bacteria due to 
its high degree of reactivity. This causes the permeability 
barrier of the bacteria to be destroyed, as well as a dis-
ruption of the electrochemical balance between the inter-
nal and external substances of the bacteria, ultimately 
resulting in bacterial death. Similarly, O2 can directly 
react with many biomolecules, such as proteins, nucleic 
acids, and more, ultimately resulting in bacterial death. 
In general, oxidase- and peroxidase-like activities com-
prise the primary mechanisms of antimicrobial efficacy 
for metal NCs [88, 92]. Figure 5 shows catalytic reactions 
and antibacterial mechanisms of NCs with peroxidase- or 
oxidase-like enzyme activities. Figure 5a shows NCs with 
peroxidase-like activity catalyzing the reduction of H2O2 
and producing free ⋅OH. NCs with oxidase-like activ-
ity catalyze O2–1O2 or even to single oxygen atoms, as 
shown in Fig. 5b. Both ⋅OH and 1O2 are strong oxidants 
that convert the substrate (S), such as membrane lipids, 
to ox-substrate (Sox). Figure 5c shows NCs with peroxi-
dase- or oxidase-like activity that can disrupt membrane 
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structures or degrade the biofilm matrix, ultimately kill-
ing the bacteria [88].

Zheng et al. produced AuNCs using four distinct forms 
of mercaptopyrimidine as ligands. These mercaptopy-
rimidine forms were 4-amino-2-mercaptopyrimidine 
(AMP), 4,6-diamino-2-mercaptopyrimidine (DAMP), 
4-amino-6-hydroxyl-2-mercaptopyrimidine (AHMP), 
and 4,6-dihydroxyl-2-mercaptompyrimidine (DHMP). 

According to the findings, AuNCs-DAMP demonstrated 
the most potent antibiotic activity with the lowest mini-
mum inhibitory concentration (MIC) against the pro-
liferation of methicillin-resistant S. aureus (MRSA), 
vancomycin-resistant Enterococcus (VRE), and multi-
drug-resistant (MDR) strains of Klebsiella pneumonia, 
Acinetobacter baumannii, Pseudomonas aeruginosa, and 
E. coli. In contrast, the bactericidal effects of AuAMP, 

Fig. 5  Illustration of catalytic reactions and antibacterial mechanisms of nanoclusters with peroxidase- or oxidase-like enzyme activities. 
(a) Nanozymes exhibiting peroxidase-like activity facilitate the reduction of H2O2, generating highly reactive hydroxyl radicals (·OH). (b) 
Nanozymes with oxidase-like activity catalyze the conversion of O2 to singlet oxygen (1O2) or even single oxygen atoms. Both ·OH and 1O2 
serve as potent oxidants, leading to the oxidation of the substrate (S) to ox-substrate (Sox), such as membrane lipids. (c) Nanozymes possessing 
peroxidase- or oxidase-like activity play a pivotal role in disrupting the membrane structure and degrading the biofilm matrix, thereby exerting 
antibacterial and antibiofilm effects. This process ultimately results in bacterial cell death. Reproduced with permission from ref [88]. Copyright 2022 
MDPI
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AuAHMP, and AuDHMP against clinical ESKAPE (Ente-
rococcus faecium, S. aureus, K. pneumoniae, A. bau-
mannii, P. aeruginosa, and Enterobacter spp.) groups 
were not particularly strong. Comparisons were made 
between AuNCs and AuNPs of larger sizes (ca. 6 nm) to 
investigate the influence of particle size on the antibacte-
rial activity. Compared to AuNPs, the formation of ROS 
significantly increased with the use of AuNCs-DAMP. 
They postulated that the oxidase-like and peroxidase-
like properties of AuNCs could cause ROS formation, 
whereas the oxidase-like and peroxidase-like capabilities 
of AuNPs could not [93].

Nano‑bio interface interactions of NCs
Metal NCs are extremely useful for achieving antibac-
terial effects and combating internal germs due to their 
small dimensions. In general, metal NCs are capable of 
interacting with the cell walls of bacteria by a wide range 
of processes, some of which include electrostatic inter-
actions, van der Waals (VDW) forces, receptor-ligand 
interactions, and hydrophobic interactions, among other 
mechanisms [94]. Bacterial adhesion is a process that 
occurs during the creation of bacterial biofilms. This 
process was shown to influence the degree to which an 
individual organism is susceptible or resistant to stand-
ard antibiotics. Studies showed that the size of metal 
nanocrystals can effectively demonstrate the influence 
of antibacterial activity [39]. Bacterial adhesion to mate-
rial surfaces is a two-stage process. The first stage is an 

initial, immediate, and reversible phase of physical inter-
action. The second stage is a time-dependent and irre-
versible molecular and cellular interaction phase. The 
initial attraction of cells to the surface occurs during the 
first phase of bacterial adhesion. The influence of physi-
cal forces such as Brownian motion, VDW forces, gravi-
tational forces, the effect of electrostatic charges, and 
hydrophobic interactions causes the initial attraction. 
The first stage of bacterial adhesion is characterized by 
the initial attraction of a cell to the surface, which occurs 
due to the action of physical forces. Figure 6 depicts the 
various types of physical interactions, which can be fur-
ther broken down into long-range interactions (which are 
nonspecific and take place at more than 50 nm between 
cells and the surface) and short-range interactions (which 
take place at a distance of less than 5  nm and involve 
ionic and dipole interactions, hydrophobic interactions, 
and hydrogen bonding). The second phase involves 
molecular-specific reactions between the structure of the 
bacterial surface and the surface of the substratum, either 
uncoated or coated with host matrix proteins, while the 
first phase involves the formation of a biofilm (includ-
ing such substances as albumin, vitronectin, fibronectin, 
fibrinogen, and laminin) [95].

In studying the antibacterial effect of NCs, it is essen-
tial to pay attention to the kind of cell membrane present 
before considering NCs that interact with biomembranes. 
This is because different cell membranes are associ-
ated with different types of bacteria. Proteins and lipids 

Fig. 6  Phase one of bacterial adhesion. Reproduced with permission from ref [95]. Copyright 2014 Hindawi
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make up the majority of the membrane’s composition. 
The amphiphilic organic molecules and lipids that make 
up a typical cell membrane are the fundamental building 
blocks of the membrane. In general, lipids comprise two 
significant components: lengthy hydrophobic tails and a 
relatively compact hydrophilic head. Liposomes, spheri-
cal and cylindrical micelles, bilayer membranes, and 
other structures are compositions contained in lipids that 
make their structures stable in water. Hydrophobic inter-
actions between the lipid tails on the inside of the mem-
brane and interactions of the head groups with water and 
each other on the surface contribute to the stability of the 
lipid bilayer. The lipid bilayer is the fundamental compo-
nent of the cell membrane’s structure.

The size of the NCs can directly impact interactions of 
NCs with their nano-bio interface. Computer simulation 
studies are one approach utilized to determine the effect 
that size has on interactions between NCs and cell mem-
branes. The use of simulations can provide atomic-level 
accuracy about dynamic structural changes, which can 
reveal the mechanism of nano-bio interface interactions, 
which can be accomplished through the use of feasible 
modulation. Endocytosis can be achieved in many ways, 
depending on the size of the NCs [96]. Gupta et al. car-
ried out coarse-grained molecular dynamics (CGMD) to 
assess the penetration of different-sized AuNPs (2–5 nm) 
via a lipid membrane model found in the skin. Due to 
their higher diffusivity, smaller AuNPs could enter the 
interior of the bilayer more quickly than their larger 
counterparts. The computation of the permeation-free 
energy is shown if, in the head group of the bilayer, there 
is a minor barrier to neutral hydrophobic AuNPs, and 
the permeation-free energy is at its lowest for charged 
AuNPs. The permeability was at its highest when neu-
tral 2-nm AuNCs were present, and it was at its lowest 
when cationic 3-nm AuNPs were present [97]. Accord-
ing to findings of Yue et  al., size dependence is respon-
sible for the uptake of NPs by cellular membranes. Using 
computer simulation techniques, they were able to dem-
onstrate that the process of internalization of NPs of 
varying sizes is a cooperative one. The combined effect, 
interpreted as a result of membrane curvature medita-
tion, is impacted by the semi-membrane tension and the 
concentration of NPs on the membranes. At the same 
time, NPs of intermediate size tended to aggregate into 
a linear pearl-chain-like arrangement, and large-sized 
NPs likely detached from each other and were separately 
internalized. In general, NCs cluster in a closely packed 
agglomeration on the membrane and are internalized 
[98]. In addition, Chen et  al. carried out CGMD simu-
lations to focus primarily on distinctions between the 
methods by which AgNPs and AgNCs penetrate bacte-
rial membranes. It was assumed for the simulation that 

the outermost layer of the bacterial membrane is com-
posed of LPS and dipalmitoyl-phosphatidylethanolamine 
(DPPE). They did this by applying an external force to 
the membrane, which allowed either AgNPs or AgNCs 
to pass through and reach the inside of the membrane. 
Then, they compared energy interactions that these NPs 
had with DPPE and LPS molecules as shown in Fig.  7 
[99].

The first interaction of AgNPs and AgNCs with bacte-
rial membrane structures is shown in Fig.  7a. The head 
groups of LPS and DPPE are represented by green sticks, 
while blue sticks represent the tails of LPS and DPPE in 
this illustration. Sticks representing the carboxyl groups 
and adamantanes are respectively colored red and cyan. 
Yellow and orange beads respectively represent silver 
and sulfur atoms that make up the core. Figure 7b illus-
trates energy interactions, where the energy exchange is 
depicted. VDW force interaction energy of AgNPs and 
AgNCs with LPS primarily determines their relative 
translocation. This is the case for both types of parti-
cles. Because of the hydrophilicity of AgNPs, the contact 
of VDW forces with the hydrophobic tails of DPPE is 
weaker, and interactions between the polar heads of LPS 
aree stronger than those of amphiphilic AgNCs. Both 
of these results are in contrast to the amphiphilicity of 
AgNCs. The total interaction energy, which represents 
the attractive interaction of AgNPs and AgNCs with the 
molecules, is depicted as a negative number in the dia-
gram located above. This number indicates a stronger 
binding of AgNPs and AgNCs with the molecules. Con-
versely, a positive number represents the repulsive inter-
action. As a result, AgNPs have a more-significant energy 
barrier to overcome before they can successfully per-
meate the membrane. Compared to AgNCs, AgNPs are 
more likely to be driven away by the negatively charged 
heads of LPS. Consequently, the amphiphilic character-
istic of AgNCs with two ligands can considerably lessen 
energy interactions with LPS, which more readily allows 
the breaching of the outer membrane [99]. In Table 1, we 
summarize several examples of antibacterial applications 
according to NC size covered in this review.

Overview of surface ligands of metal NCs 
in antibacterial applications
In addition to the cluster size (number of atoms), the 
nature of the protective ligands significantly impacts the 
stability, solubility, and optical characteristics of NCs. 
This alteration affects the entire cluster. Surface ligand 
engineering of NCs is one of the strategies for produc-
ing and determining the formation of NCs with well-
controlled and adjustable physicochemical properties, 
such as optical absorption, hydrodynamic size, photolu-
minescence, and molecular chirality [102]. The number 
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of metal atoms in metal NCs can range from one to hun-
dreds, and they are surrounded by organic ligands that 
protect them layer by layer. Such organic ligands are 
typically used to inhibit the aggregation of metal NCs in 
solution. They also come in handy when it comes to iso-
lating target NCs. In addition, the surface ligands’ design 
plays a significant role in determining the physical and 
chemical properties of ligand-protected metal NCs. The 
molecular formula for metal NCs, which can be repre-
sented as [MnLm]q, depicts NCs that have the same kinds 
of chemical and physical properties as molecules (M and 
L are the core metal atoms and the protecting ligands, 
while n and m are the numbers of core metal atoms and 
the number of protecting ligands, respectively, and q rep-
resents the charge possessed by these ligand-protected 
metal NCs) [102]. Several types of protecting ligands 
used for stabilized metal NCs include thiolates, phos-
phines, selenolates, tellurolates, and alkynes [103]. The 
design of surface ligands also plays an essential role in 
the physical and chemical properties of ligand-protected 
metal NCs. These properties include highest occupied 
molecular orbital (HOMO)-lowest unoccupied molecu-
lar orbital (LUMO) electronic transitions, photolumi-
nescence, discrete redox behavior, intrinsic magnetism, 

and optical chirality [102]. As a crucial component that 
impacts both the molecular properties and performance 
behaviors of metal NCs, the design and choice of the type 
of protecting ligands used can also have effects, and this 
must be adjusted to the purpose of the metal NC applica-
tion itself.

Figure 8 illustrates how metal NCs (Au was used in this 
example) with organic ligands on the surface can be sepa-
rated into three distinct portions. First, the inner part is 
the anchoring point directly interacting with the metal 
atoms, enabling the ligands to create strong covalent 
bonds with the metal atoms on the NC surface. Because 
of this, the structure and physicochemical properties of 
metal NCs are significantly altered. Second is the ligands’ 
core, which can include things like benzene rings with 
or without alkyl substituents, alkyl chains of varying 
chain lengths, and other such things. In addition to con-
jugation effects, this section of the ligands also contains 
other molecular physical forces (such as hydrophobic and 
VDW interactions) between the ligands located on the 
NC surface. Through steric hindrance and electron trans-
port, these forces affect the structures of the metal NCs 
and the physicochemical properties of the materials. The 
third part is the functional group on the surface ligands 

Fig. 7  Interactions of silver nanoparticles (AgNPs) and silver nanoclusters (AgNCs) with bacterial membranes using a coarse-grained molecular 
dynamics (CGMD) simulation method. Reproduced with permission from ref [99]. Copyright 2020 Nature Publishing Group
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(most relevant to hydrophilic ligands), including carbox-
ylic (–COOH) and amine (–NH2) groups. All three of the 
metal NCs’ surface ligands are significant when collec-
tively considered since they function synergistically (as a 
whole) to define the chemical and physical characteristics 
of metal NCs. Due to the ultrasmall size of this type of 
NP, the impacts of surface ligands on metal NCs, which 
serve as the outermost layer, are much more noticeable. 
The performances of these ligands in various applications 
are governed by their direct contact with the external 
environment, which includes molecules, biomolecules, 
cells, and tissues [102].

Electrostatic interactions and VDW force factors 
in bacterial attachment to metal NCs
For a bacterial cell to attach itself to a biotic or abiotic sur-
face, it must first locate the surface, then approach it, and 
finally, sense how close it is to the surface. This is a com-
plex and multistage process. In the case of motile bacte-
ria, the active movement of the bacteria themselves may 
be the source of the transfer of bacterial cells into contact, 
in addition to the potential role played by physical pro-
cesses such as diffusion (Brownian motion) and convec-
tive flow [104]. This can be explained by an illustration of 
the interplay and physicochemical forces among a solid 
surface, a bacterium, and the liquid medium as shown 
in Fig. 9. Bacterial adhesion is influenced by the way the 
bacterium interacts with the surface. Bonds that may be 
involved in the interaction between a bacterium and sur-
faces include: (1) electrostatic bonds, (2) hydrophobic 

bonds, (3) VDW bonds, (4) hydrogen bonds, (5) charge-
transfer bonds, and (6) biospecific bonds. Biospecific 
bonds can never be separated and consist of one or more 
of the (1)–(5) bonds. The close spatial fit between groups 
involved in the bond is what causes the particular and 
frequently quite intense interactions. According to vari-
ous studies, polysaccharides, proteins, and lipids—ele-
ments that make up the outer layer of bacteria—do not 
attach to chromatographic adsorbents via hydrogen 
bonds or charge-transfer processes, except in a very 
small number of unusual instances and then especially 
at low pH (except when specially designed columns are 
used). As a result, interactions between the surface and 
a bacterium are not centered on (4) and (5) type bonds. 
VDW forces are created by instantaneous dipoles in one 
atom which causes a dipole in an adjacent atom and pro-
duces a weak attractive force. Simple materials’ ability to 
stick together even when they lack electrostatic, dipole, 
or electron-sharing capabilities may be explained by this 
universal force [105]. VDW forces may become operative 
forces even if hydrophobic interactions and electrostatic 
repulsions play key roles in bacterial adherence. Thus, 
when molecular groups participating in hydrophobic 
bonds are sufficiently close to one another and produce 
short-range forces, hydrophobic bonds may be changed 
into or strengthened into VDW interactions.

Typically, a two-step model is used to describe how 
bacterial cells adhere to surfaces. Reversible attachment 
occurs in the first step, followed by irreversible attach-
ment in the second step. The initial weak attachment 

Fig. 8  Schematic illustration of the three parts (anchoring point, ligand body, and functional group) of the protecting ligands on gold nanocluster 
(AuNC) surfaces with mercaptohexanoic acid (MHA) as a ligand model. Reproduced with permission from ref [102]. Copyright 2021 John Wiley 
and Sons
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forces between the bacterial cell and the surface include 
electrostatic forces, VDW forces, and hydrophobic inter-
actions. Although bacterial cells are reversibly bound to a 
surface, shear forces like washing and turbulent fluid flow 
may quickly dislodge them. Electrostatic repulsion may 
sometimes be stronger than the aforementioned weak 
attractive forces [106]. As natural surfaces and bacteria 
are often negatively charged, this causes repellent elec-
trostatic interactions that lead to irreversible adhesion 
[106, 107].

Due to the basic principle that bacteria are relatively 
large colloidal particles, surface chemistry and colloid 
theories provide a decent description of the behaviors of 
these colloidal particles [107]. Interfacial tensions among 
the fluid medium, bacteria, and solid substrate are used 
to characterize the shift in free energy when bacteria 
move from planktonic to surface-attached in the thermo-
dynamic method. According to the Derjaguin-Landau-
Verwey-Overbeek (DLVO) theory of bacteria, free energy 
results from an equilibrium between attractive Lifshitz-
VDW forces and attractive or repulsive electrostatic 
forces. The expanded DLVO (xDLVO) method incorpo-
rates additional forces to explain "hydrophobic attractive" 
and "hydrophilic repulsive" interactions, such as Lewis 
acid–base and Brownian forces. Bacteria may also have 

adhesins, such as pili, fimbriae, flagella, LPS, and extra-
cellular polymeric compounds, that allow them to pen-
etrate the secondary energy maximum and irreversibly 
adhere in addition to these physicochemical interactions 
[108].

Ye et al. reported the development of a synergistic anti-
bacterial platform that included two unique Ag+ species 
of bactericides with well-designed antimicrobial peptides 
containing plentiful arginine and leucine residues (Dpep). 
To ensure that both Ag+ species and antimicrobial pep-
tides are delivered in one package, Dpep was used as the 
capping ligand during the synthesis of AgNCs. Compared 
to the other NCs, the as-prepared Dpep-AgNCs had 
much greater antibacterial activity, which may be partly 
explained by their increased positive charges and stronger 
target binding to the LPS of gram-negative bacteria. 
Dpep-AgNCs performed better because of the increased 
local concentration of Ag+ ions and the greater antibacte-
rial activity of the surface ligands. The initial interactions 
of the positively charged Dpep-AgNCs with the nega-
tively charged membrane of bacteria may be facilitated by 
electrostatic and VDW forces, allowing for their further 
internalization. Additionally, the outer tails of the antimi-
crobial peptides attach to the negatively charged LPS and 
further penetrate the cell wall (Fig. 10) [80].

Fig. 9  An illustration of initial attachment factors of a bacterium to a solid–liquid interface, the interplay between the bacterium’s properties 
with the solid surface and liquid medium, and physicochemical force probabilities between the bacterium and the solid surface that affect 
attachment. A Electrostatic interactions; B van der Waals interactions; C hydrophobic interactions. EPS, extracellular polymeric substances; QS, 
quorum sensing
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According to another report by Pang et al., electrostatic 
interactions between pyridinium groups on the surface of 
AuNCs and the wall teichoic acid (WTA) phosphonate 
groups on bacteria allow for the attachment of alkyl-thi-
olated zwitterionic and pyridinium ligand AuNCs to both 
gram-positive and gram-negative bacteria. The initial 
electrostatic interactions further encouraged widespread 
contact among the non-charged regions and increased 
their connections through VDW forces, which ultimately 
contributed to around 57% of the total interaction, when 
the cationic ligands engaged with the oppositely charged 
WTA layer. In the two types of bacteria, it was found that 
these AuNCs with ligands were more potent towards 
gram-positive strains than towards gram-negative ones. 
The different surface structures of gram-positive and 
gram-negative bacteria are the reason for this phenom-
enon. Gram-positive bacteria have a unique cell wall 
component called WTA, which is made up of repeated 
poly(glycerol phosphate) units with a phosphodiester 
terminal. The cell membrane is extremely negatively 
charged and open to the binding of cationic molecules, 
since WTA makes up the polyanionic network. Addition-
ally, gram-positive bacterial membranes include around 
80% anionic lipids, compared to just 30% in gram-nega-
tive strains, which include phosphatidylglycerol (PG) and 
cardiolipin. Furthermore, unlike human cells, which only 
have negatively charged phospholipids on the interior 
layer, bacterial cell membranes have negatively charged 
phospholipids on both sides. Some positively charged 
antibacterial drugs may be able to distinguish between 

mammalian cells and bacteria based on this differential 
[109].

Approach bacterial geometrical shape
One factor that can affect the VDW interaction poten-
tial and energy is different approach shape profiles of 
bacteria attached to the material. This was explained by 
Fathiah et  al., who measured and obtained the profile 
of the VDW interaction potential on the geometrical 
shape of bacteria attached to the material using Ham-
aker’s microscopic numerical approach. The bacterial 
approach profile used was a capsular particle (vertical 
and horizontal) and spherical particle which was made 
as an approach for the two types of capsular particle 
attachments (Fig.  11). According to general scanning 
electron microscopy (SEM) and other microscopic inves-
tigations of bacteria on surfaces, a capsule-shaped bacte-
rium will most likely be in a horizontal position when it 
approaches the surface. The VDW interaction potential 
becomes more negative (indicative of an attractive inter-
action between the bacterium and the mineral surface) as 
the bacterium moves closer to the mineral surface. This 
suggests that the bacterium and the mineral surface are 
positively interacting. The numerical results revealed 
that a capsule-shaped bacteria horizontally approach-
ing a mineral surface was more appealing than one ver-
tically approaching it. This was the case regardless of 
which direction the bacterium approached the surface. 
On the other hand, the VDW interaction potential of the 
spherical shell-sphere was significantly more enticing 

Fig. 10  Gram-positive and gram-negative bacteria are combated using Dpep-silver nanoclusters (AgNCs) in the antibacterial assay. The 
Ag + ions that are internalized in both types of bacteria can induce reactive oxygen species (ROS) inside bacterial cells. Dpep-AgNCs internalize 
into gram-negative bacteria through interactions with lipopolysaccharides (LPS) and porins, while they enter gram-positive bacteria 
through interactions with peptidoglycan
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when contrasted with the other three cases (more nega-
tive). This was because of factors such as differences in 
density among bacterial shapes (cylinders, capsules, and 
spheres), which require different energy requirements to 
allow them to adhere to surface material, the type of min-
eral surface that was used, and the geometrical shape and 
curvature effect of the bacterium, which affect the settle-
ment of the bacterium onto the material surface. These 
factors all play a role in determining how a bacterium set-
tles onto a material’s surface [110].

Surface topography
It was shown that the surface topography has a major 
influence on bacterial adhesion, and different mecha-
nisms seem to be more dominant at micro- and nano-
scales. Physicochemical interactions between bacteria 
and surfaces play important roles in bacterial attach-
ment. However, defining a comprehensive physicochemi-
cal theory of bacterial attachment is very difficult due 
to the chemical, biological, and structural complexity of 
bacterial cells that are frequently combined with com-
plex substrate conditions. According to the traditional 
Derjaguin-Landau-Verwey-Overbeek (DLVO) theory, 
the sum of electrostatic (EL) and Lifshitz-van der Waals 
(LW) interactions produces attractive forces that deter-
mine the overall interaction force between a bacterial cell 
and a surface. Because bacterial cells and natural surfaces 
are usually negatively charged in an aqueous medium, 
the repulsive electrostatic energy is strengthened when 
the ionic strength of the aqueous medium is weakened. 
When a bacterial cell approaches a surface in an aqueous 
medium with low ionic strength it encounters an energy 
barrier that is insurmountable by motility or Brown-
ian motion alone. On the other hand, when the ionic 

strength of the medium is high, this energy barrier disap-
pears, making it possible for bacterial cells to approach 
the surface and easily irreversibly adhere to it. LW con-
tacts are typically attractive, whereas EL interactions can 
either be attractive or repulsive, depending on the electri-
cal charges of the bacterium and surface [104].

Cheng et  al. described a typical force-distance curve 
for bacterial interactions with surfaces that included 
two crucial characteristics: a peak signifying the energy 
barrier and a secondary minimum (Fig.  12). The energy 
barrier functions to prevent a trial attachment to other 
variations of bacteria by "blocking" them when they 
approach the surface. The secondary minimum is used 
as a representative of the movement limitation of bac-
teria in trapping cells in an energy well. Bacterial cells 
do not have the ability to overcome the energy barrier 
only by relying on their motility or Brownian motion, 
but their surface appendages can penetrate the energy 
barrier because of their small radius, and also can form 
a bridge from bacterial cells to their substrate. Through 
experimentation, total internal reflection microscopy has 
revealed this phenomenon [104].

Derjaguin’s integration and surface element integration 
(SEI) methodology are two popular ways to merge the 
influence of topography in particle-substratum interac-
tions. Cheng et  al. also explained that textured surfaces 
with equal chemical characteristics have lower interac-
tion energy levels than their smooth equivalents. A sur-
face with small pore sizes (15 and 25  nm) considerably 
reduced bacterial attachment compared to a smooth sur-
face. In contrast to a smooth surface and surfaces with 
small pores, a surface with a larger pore size (50  nm) 
boosted bacterial attachment. Compared to surfaces 
with small pore sizes or smooth surfaces, surfaces with 
larger pore sizes imposed lower energy barriers on bac-
teria because the bacteria’s smaller external surface area 
led to significantly weaker interactions. This was the case 
regardless of whether the surface was smooth or had 
larger pore sizes [104].

Surface charge factors in bacterial attachment to metal 
NCs
Surface chemistry, one of the physiochemical charac-
teristics of metal NCs, may affect their antimicrobial 
capabilities. In addition to increasing the surface area 
by shrinking the NP size, it is also possible to modify the 
surface chemistry by altering the surface charge of metal 
NCs, which has the potential to significantly impact 
their antibacterial behavior [23]. By adjusting the sur-
face ligands on metal NCs, the surface charge itself can 
be changed. Advanced surface chemistry can modify 
the type and makeup of protective ligands on the sur-
face of metal NCs, producing a variety of ligands with 

Fig. 11  Illustration of a bacterium’s geometric shape 
when approaching the surface of a substratum



Page 19 of 34Draviana et al. Journal of Nanobiotechnology          (2023) 21:428 	

the exact size, composition, and intended surface attrib-
utes [111]. Zheng et al. developed four types of cationic 
charge-conjugated AuNCs using ligands from mercapto-
pyrimidine derivatives: 4,6-diamino-2-mercaptopyrimi-
dine (DAMP), 4-amino-2-mercaptopyrimidine (AMP), 
4-amino-6-hydroxyl-2-mercaptopyrimidine (AHMP), 
and 4,6-dihydroxyl-2-mercaptopyrimidine (DHMP). 
Results of zeta potential measurements showed that 
these ligands mostly caused a positive surface charge on 
AuNCs with respective values for AuDAMP, AuAMP, 
AuAHMP, and AuDHMP of + 37.6 ± 1.1, + 33.6 ± 1.4, + 12
.7 ± 0.7, and − 38.6 ± 1.8 mV. These materials were tested 
on gram-positive bacteria (S. aureus), gram-negative bac-
teria (E. coli), and ESKAPE superbugs (i.e., MDR A. bau-
mannii, MDR P. aeruginosa, MDR K. pneumoniae, MDR 
E. species, methicillin-resistant Staphylococcus aureus 
(MRSA), and vancomycin-resistant Enterococcus faecium 
(VRE)). The minimum inhibitory concentration (MIC) 
required for each bacterial species was used to determine 
the antimicrobial activity of these mercaptopyrimidine-
conjugated AuNCs. As a result, AuDAMP showed the 
strongest antibacterial effect compared to the other three 
types. In contrast, AuAMP, AuAHMP, and AuDHMP 
showed weak antibacterial effects, especially AuDHMP 
which had a negative surface charge [93]. These results 

are in excellent accordance with those of Tang et al. who 
explained that antibacterial agents with positive sur-
face charges are thought to result in greater antibacte-
rial potency [112]. The reason is that the strong positive 
charge on the surface of AuDAMP allows the promo-
tion of electrostatic adsorption onto bacterial surfaces, 
resulting in the effective internalization of AuDAMP 
into bacteria [93]. Xie et al. also reported this with their 
analysis of the development of a cationic charge of 
AuNCs. The AuNCs which were conjugated with three 
types of positive ligands (i.e., quaternary ammonia (QA), 
nona-oligoarginine peptide (R9), and transactivator of 
transcription peptide (TAT)) revealed that ligand func-
tionalization had a significant influence on the AuNCs’ 
zeta potential, which progressively shifted from negative 
to positive. These materials were shown to have antibac-
terial effects against gram-positive bacteria (S. aureus 
and MRSA) and gram-negative bacteria (E. coli and MDR 
E. coli) [113].

However, Zheng et  al. had contrary results from this 
well-known paradigm, in which antimicrobial agents 
with stronger positive charges were more effective in kill-
ing bacteria. In that study, surface ligands on Au25(SR)18 
(SR refers to thiolate ligands) were tuned at the atomic 
level to produce a series of AuNCs with the same Au 

Fig. 12  Effect of different topographies of the substratum surface on the anti-attachment effects of physicochemical forces of bacteria. Copyright 
2019 Frontiers Media S.A. [104] All right reserved
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atom numbers but with various surface characteristics. 
These AuNCs were designed to have a negative surface 
charge. The ligands (6-mercaptohexanoic acid (MHA), 
3-mercaptobenzoic acid (MBA), L-cysteine (Cys), 
cysteamine hydrochloride (Cystm), and 2-mercaptoetha-
nol (MetH)) were used to produce variations of one func-
tional group ligand (Au25MHA18NCs, Au25Cys18NCs, 
Au25MBA18NCs) and two functional groups or bi-ligands 
(Au25CystmxMHA18-xNCs and Au25MetHxMHA18-xNCs). 
Results demonstrated that the more-negatively charged 
Au25(SR)18 generated more ROS, improving the bacterial 
killing effectiveness as shown in Fig. 13 [111]. The posi-
tively charge groups could initiate interactions with bac-
terial cells that allowed them to insert their hydrophobic 
tail into the bacterial cell wall. This caused damage to the 
bacterial cell, ultimately leading to its death. As to the 
killing processes, this is one way how positive-surface 
AuNCs and negative-surface AuNCs are differentiated. 
However, producing ROS to kill bacteria is the primary 
mode of action of negatively charged surfaces. These data 
suggest that the positively charged groups added to the 
surface of Au25NCs may help with the initial engagement 
with bacterial cells but may ruin the Au25NCs’ capacity 
to produce ROS. This surprising outcome demonstrates 
the complexity of nano-bio interactions and may provide 
ideas for the development of high-performance AuNC-
based antibacterial medications.

ROS generation level on the bacterial killing mechanism 
by metal NCs
Metal homeostasis and redox balance are two examples 
of the many internal balances that bacteria must govern 

as an organism to keep themselves functioning. To kill 
bacteria, practical sterilizing methods used involve dis-
rupting the bacteria’s internal balance and increasing 
imbalances in their internal state [114]. ROS refer to a 
broad category of chemical compounds that are pro-
duced when oxygen is incompletely reduced, including 
hydrogen peroxide, superoxide anions, hydroxyl radicals, 
and singlet oxygen. When present in normal amounts, 
ROS are crucial for controlling a variety of physiologi-
cal processes of the life cycle. However, an accumula-
tion of ROS causes damaging oxidative stress, which may 
affect organisms in a variety of ways, particularly when 
intracellular reducing chemicals like protein thiols are 
consumed [23]. By producing ROS, which may disrupt 
normal bacterial metabolism and consequently kill bac-
terial cells, AuNCs are able to achieve antibacterial abili-
ties. The formation of intracellular ROS in cells can also 
be modulated by organic ligands on the surface of mate-
rials. According to one study, various surface ligands on 
AuNCs induced the generation of different ROS, which 
had diverse antimicrobial killing effects.

Differences in ROS production resulting from dif-
ferent redox responses toward Au25NCs with differ-
ent ligands were observed by Zheng et  al. [111] By 
varying one functional ligand conjugated to AuNCs, 
Au25MHA18NCs and Au25MBA18NCs generated higher 
ROS levels, compared to Au25Cys18NCs which barely 
showed any change in ROS levels. As for bi-ligand-
conjugated AuNCs, Au25CystmxMHA18-xNCs and 
Au25MetHxMHA18-xNCs, also well generated ROS levels, 
similar to Au25MHA18NCs and Au25MBA18NCs. These 
differences in ROS generation can be explained by the dif-
ferent functional groups possessed by each ligand. Each 
of the MHA and MBA ligands only contains one carbox-
ylic group, –COOH. While the Cys ligand contains one 
carboxylic and one amine group, –COOH and –NH2. 
Bi-ligand combinations of Cystm-MHA contain one car-
boxylic group –COOH from MHA and one amine group 
–NH2 from Cystm. The bi-ligand combination of MetH-
MHA also contains one carboxylic group, –COOH, from 
MHA but also one hydroxyl group, –OH, from MetH. 
The reduced ROS production level by Au25Cys18NCs may 
be caused by the redox-buffering capacity of the conju-
gated functional groups. Positively charged –NH2 mol-
ecules have the ability to quench singlet oxygen; hence 
their presence reduces the amount of ROS generated. 
As a result, ROS generation further decreased the more 
positively charged –NH2 moieties that were added to 
the surface, decreasing the total ROS bioavailability and 
reducing the antibacterial effect. Contrary to positively 
charged groups, negatively charged groups which have –
COOH groups produced better ROS, thus supporting a 
better antibacterial performance by Au25NCs conjugated 

Fig. 13  Schematic illustration of how the surface ligand chemistry 
of gold nanoclusters (AuNCs) determines their antimicrobial ability. 
Reproduced with permission from ref [111]. Copyright 2018 American 
Chemical Society
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by this group compared to other surface groups. This also 
explains why bi-ligand functional groups can well gen-
erate ROS, because these groups have a higher ratio of 
–COOH groups on the surface of their Au25NCs. There-
fore, when the –COOH group was buffered with a neu-
trally charged –OH group, the ROS generation ability 
decreased, as in NCs with the MetH ligand which has the 
–OH functional group in its structure.

A recent study carried out by Meng et al. made efficient 
oxidative stress amplifier-conjugated AuNCs using his-
tidine (His) as a stabilizer and cinnamaldehyde (CA) as 
a ligand with a ligand-exchange strategy. When ligands 
have a greater affinity for Au than stabilizing ligands of 
AuNCs, ligand-exchange reactions of AuNCs can be suc-
cessful. The capacity of ultrasmall AuNCs to produce 
ROS increased by functionalization of CA on the surface 
of the AuNCs. The redox balance of oxidizing and reduc-
ing species in bacterial cells is significantly maintained by 
low-molecular-weight thiols of the bacteria. Thiol deple-
tion results in a prompt accumulation of ROS in bacterial 
cells, which play a role in antibacterial effects. Addition-
ally, His-CA groups on the surface were encouraged to 
exchange ligands with thiol species due to the strong 
Au-sulfur interactions between the CA-AuNCs and thi-
ols. Therefore, increased ROS production and consider-
able thiol depletion result in magnified oxidative stress in 
bacteria, which ultimately resulted in bacterial mortality 
by disrupting the redox equilibrium of cells as shown in 
Fig. 14 [114]. 

Regulating gene expressions by metal NCs
In line with how ligands on metal NCs regulate ROS 
generation, ligands conjugated to metal NCs can simi-
larly control how genes are expressed by bacterial cells. 
For example, Zheng et  al. demonstrated how ligand-
conjugated AuNCs (Au25MHA18NCs, Au25MBA18NCs, 
Au25Cys18NCs, Au25CystmxMHA18-xNCs, and 
Au25MetHxMHA18-xNCs) increased expressions of the 
dmpI, narJ, and narK genes, which are indicators of 
maintaining an intracellular redox equilibrium. There 
was excellent agreement between gene expression results 
from ligands with each type of functional group and 
ROS generation levels. This showed that surface ligands 
on Au25NCs modulate pro-oxidative enzymes to stimu-
late the formation of ROS inside bacterial cells. Similar 
to results of the ROS formation level, each type of func-
tional group applied to the surface of AuNCs had an 
impact on changes in gene expressions at this level [111].

Differences in gene expressions of metal NCs due to the 
influence of ligands also occurred in a report by Zheng 
et al. who developed AuNCs with two ligands with differ-
ent functional groups, p-mercaptobenzoic acid (Au-MBA 
NCs) and glutathione (Au-SG NCs). That study employed 
one reduction-regulating gene (sod) and three oxida-
tion-regulating genes (dmpI, narJ, and nark). Toluene, 
o-xylene, 3-ethyl toluene, and 1,2,4-trimethylbenzene 
were oxidatively catabolized into relevant intermediates 
in the citric acid cycle by 4-oxalocrotonate tautomerase, 
which is encoded by the dmpI gene, and which produces 

Fig. 14  Schematic illustration of reactive oxygen species (ROS) generation of cinnamaldehyde (CA)-gold nanoclusters (AuNCs). Reproduced 
with permission from ref [114]. Copyright 2021 Elsevier
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ROS as a byproduct. The narJ and narK genes play key 
roles in respiratory nitrate reductase, which helps with 
nitrate transport and nitrate reduction by transfer-
ring electrons from nicotinamide adenine dinucleotide 
(NADH) or NADH phosphate (NADPH) to nitrate. The 
intracellular ROS scavenger, SOD enzyme, which has 
the potential to limit the oxidative metabolic process, is 
encoded by the reduction-regulating sod gene. Accord-
ing to data, Au-MBA NCs significantly increased expres-
sions of pro-oxidative genes and significantly decreased 
expressions of antioxidative genes, but Au-SG NCs 
did not exhibit any discernible alterations. These gene 
expression findings further implied that the internalized 
AuNCs could lead to a metabolic imbalance by promot-
ing pro-oxidative enzymes and suppressing antioxidative 
enzymes, which could cause the accumulation of intra-
cellular ROS leading to bacterial death [61].

In addition to influencing ROS indicator genes, a 
recent report by Tang et  al. provided new insights into 
ligand-conjugated metal NCs’ ability to control inflam-
matory receptors on macrophage cells as shown in 
Fig. 15. In order to observe the inflammatory response of 
macrophages during treatment of intracellular bacterial 
infections through essential inflammatory factors includ-
ing NLR family pyrin domain-containing 3 (NLRP3), cas-
pase-1, and interleukin (IL)-1, AuNCs conjugated with 
4,6-diamino-2-mercaptopyrimidine hydrate (AuDAMP) 

were administered as treatment in that study. Findings 
demonstrated that AuDAMP prevented the occurrence 
of pyroptosis brought on by a bacterial infection while 
not causing an inflammatory response in macrophages 
themselves by inhibiting the inflammatory response of 
macrophages induced by an MRSA infection in a concen-
tration-dependent manner. Additionally, AuDAMP treat-
ment greatly raised the xenophagy level in macrophages, 
as seen by the increment of two protein markers of xen-
ophagy, light chain 3 (LC3) and beclin-1. Accelerating the 
removal of intracellular bacterial infections and reducing 
the excessive inflammatory response of macrophages are 
both benefits of increasing autophagy [115]. In Tables 2 
and 3, we respectively summarize examples of positive 
and negative surface ligands of metal NCs towards gram-
positive and gram-negative bacteria.

Challenges and future perspectives
As an innovative type of versatile nanomedicine, metal 
NCs have been recently found to possess great poten-
tial as antibacterial agents, particularly against antibi-
otic-resistant bacteria. This study demonstrated that the 
unique physicochemical properties of metal NCs, such 
as a large surface area, ultrasmall size, and easy surface 
modification, make them attractive candidates for com-
bating bacterial infections. Researchers are exploring 
new synthesis methods and design strategies to achieve 

Fig. 15  Schematic illustration of treatment of intracellular bacterial infections with gold nanoclusters conjugated 
with 4,6-diamino-2-mercaptopyrimidine hydrate (AuDAMP). Reproduced with permission from ref [115]. Copyright 2021 Elsevier
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better control over these fields, leading to the devel-
opment of more advanced and tailored materials [50, 
135, 136]. For examples, the integration of metal NCs 
with biomolecules such as DNA, small molecules, pep-
tides, dendrimers, and proteins will offer opportunities 
for the development of hybrid systems with enhanced 
functionalities. In addition, the investigation of metal 
NCs due to their unique optical and electronic proper-
ties will enhance performance in bio-applications, such 
as bioimaging, sensing, and drug delivery. Due the phys-
icochemical properties and application efficacy of metal 
NCs are extremely sensitive to their components, it pro-
vides an excellent opportunity to comprehend the role 
in determining their antibacterial activity, as well as the 
composition-related properties and applications, which 
necessitates multidisciplinary collaborative research.

Regarding the size of the metal NCs, the smaller the 
size of the metal NCs, the greater the ability to penetrate 
bacterial cell bodies. The smaller the size of the mate-
rial will result in a higher ratio of surface area to volume 
than larger sizes, making them more toxic. With their 
small size, metal NCs can be easily internalized by bac-
teria via simple diffusion through small pores in the cell 
wall. Metal NCs also can imitate natural enzymes such 
as peroxidase-like or oxidase-like activity that converts 
hydrogen peroxide into ROS capable of killing both 
gram-positive and gram-negative bacteria. The smaller 
the particle size will increase the number of metal atoms 
on the surface leading to a rise in the catalytic activity of 
the particles. The size of the metal NCs also can directly 
impact interactions of NCs with their nano-bio interface. 
Due to their higher diffusivity, metal NCS could enter 
the interior of the bilayer more quickly than their large 
counterparts. Surface ligands engineering can help to 
create high specifity and enhance nano-bio interaction 
between the metal NCs and the bacterial cell wall. Cati-
onic surface, on the other hand, shows greater bacterial 
killing effectiveness because they can initiate interactions 
with bacterial cells that allow them to insert their hydro-
phobic tail into the bacterial cell wall. The strong positive 
charge on the surface of metal NCs allows the promotion 
of electrostatic adsorption onto bacterial surfaces, result-
ing in the effective internalization of metal NCs into bac-
teria and the accumulation of ROS that cause bactericidal 
action.

However, metal NCs as antibacterial agents have vari-
ous obstacles in meeting biocompatibility requirements 
for medical applications [137], such as resolving the sta-
bility and ADMET (absorption, distribution, metabo-
lism, excretion, and toxicity) properties of complexes 
metal NCs [40, 138], understanding the dynamic nano-
bio interaction as the effect of surface ligand chirality and 
isomerization on metal NCs on biological interactions 

of nanomaterials [23, 139], as well as a high sensitivity 
or selectivity to lesion areas or tumor-targeting, which 
has implications for diagnostic and therapeutic efficacy. 
Although some metals, such as Au, are bio-inert, dop-
ing toxic species (such as Hg and Cd) in the metal core 
of NCs may cause significant cytotoxicity. However, the 
cytotoxicity of metal NCs can be minimized by engi-
neering their ligands with hydrophilic anti-oxidative 
surface ligands, grafting biocompatible compounds, 
and modulating ligand chirality. Nonetheless, the Com-
munity for Open Antimicrobial Drug Discovery (CO-
ADD) evaluated a screened the large number of metal 
complexes in 2020, comparing their capacity to limit 
bacterial growth to that of purely organic molecules. 
Approximately 295,000 compounds, including almost 
1,000 metal-containing ones, CO-ADD analysis found 
that metal-containing compounds had hit rates against 
important ESKAPE pathogens that were more than ten 
times greater than the remainder of the molecules in the 
CO-ADD database. Importantly, there was no significant 
difference in the frequency of cytotoxicity for mamma-
lian cell lines and haemolysis for human red blood cells 
between the two classes of substance for either toxicity 
test [140]. One example of a metal nanocluster, AuNCs, 
apparently does not produce cytotoxicity in mammalian 
cells, and the ROS production within it simply leads to 
increased cellular metabolism and proliferation rather 
than DNA damage and cell death [141]. Another example 
shown that AuNCs with DAMP ligands have antibacte-
rial potential but are also safe and can even promote mac-
rophage autophagy, speed the clearance of intracellular 
bacterial infections, and reduce macrophage inflamma-
tory response [115]. The technique for managing metal 
NCs biocompatibility can also be expanded by employing 
the alloying process to improve both the structural stabil-
ity and luminescence intensity of metal NCs. Therefore, 
the future research aims to improve their biocompatibil-
ity, stability, and targeting capabilities for more effective 
and safe biomedical applications [52].

In addition, another challenging factor to address is 
the effectiveness of metal NCs in combating the anti-
biotic resistance. Metal complexes having antibacterial 
characteristics are the most likely candidates to pro-
gress toward clinical approval. Metal ions are required 
by all living organisms. Metal-ion-containing enzymes 
catalyze about 50% of all metabolic reactions in bac-
teria, requiring the cell to maintain homeostasis for 
critical metals at sufficiently high levels to meet cellu-
lar demands while remaining poisonous [138]. Metal-
based antibiotics are great prospects for outsmarting 
bacterial defense and resistance mechanisms due to 
their vast structural diversity and alternate or multi-
modal modes of action. Metal-based antibiotics can 
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develop narrow-spectrum medicines that target certain 
bacterial infections by using the routes of metallophore 
uptake specificity or linker cleavage specificity. This 
eliminates one of broad-spectrum antibiotics draw-
backs: their capacity to promote the emergence of 
resistance by selecting for resistant mutants in non-
pathogenic commensal bacteria, which then transfer 
this resistance to pathogenic strains [138]. Metal ions 
from metal NCs can be tuned to take the same path-
ways within biological processes using the same idea. 
Furthermore, it has been reported that the combination 
of metal NCs used as nanocarriers for the delivery of 
existing antibacterial agents can broaden the antibacte-
rial spectrum of conventional antibiotics and achieve 
controlled or targeted drug release, thereby augmenting 
the therapeutic effect and reducing side effects [23].

The creation of biofilm, which acts as a natural barrier 
to drug penetration and activation, is also an important 
obstacle that must be resolved in the treatment of anti-
biotic resistance. Surface modification of metal NCs can 
also be used to combat bacterial biofilms [23]. For exam-
ple, the surface-assembled nanoantibiotics (rAgNAs), a 
customized pH-sensitive charge reversal ligands, were 
used as developed a pH-responsive biofilm elimination 
strategy. This metal NCs group has been shown to selec-
tively trigger antibacterial activity in the acidic biofilm 
milieu [142]. Furthermore, cationic thiolate modified 
AuNCs have a highly effective antibacterial action against 
mature biofilm, which is most likely due to the high pen-
etration of positively charged AuNCs into biofilm [116]. 
DNase-functionalized AuNCs can hydrolyze DNA in 
the extracellular polymeric material matrix and generate 
oxidative stress via photoactivation to eliminate biofilm 
[143].

However, treating these antibiotic resistance situations 
requires a concerted effort by the community to solve the 
issues stated above, because otherwise, this case would 
be difficult to proceed. To address this global health chal-
lenge, complex issues concerning antibiotics, such as 
their overuse and misuse by patients and doctors, their 
widespread use in agriculture, and their low return on 
investment for drug companies (several biotech com-
panies that have succeeded in bringing an antibiotic 
to market have gone bankrupt afterwards due to poor 
sales), must be addressed. Careful stewardship is also 
required to ensure that drug-resistant infections remain 
effective for as long as possible [138]. Overall, a signifi-
cant amount of effort need to be done to increase the 
antibacterial activity of metal NCs in order to meet the 
requirements in clinic application. With the continuous 
efforts of the research community, we can endow metal 
NCs with new physical, chemical, and biological proper-
ties that can be used to construct antibacterial agents for 

various applications, benefiting translation nanomedi-
cine and ushering in a new era of atomic-level precision 
nanomedicine.
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